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Abstract

The thesis mainly focuses on graphs, and important components of graphs. Importance is de-
fined in multiple ways, one approach of importance is influence, or a component’s ability to
spread information. The search for influential nodes in a graph has led us, to prepare multiple
articles about the topic. These articles later formed the backbone for the first half of this thesis,
focusing on the journey we took when investigating influential nodes, and influence in general.
Our focus was multi faceted, from introductory works on approaches using Extremal Optimiza-
tion, Cascade, Shapley value and a Monte Carlo approach, to the combination of these factors
and the resulting algorithm.

The second definition of importance that we investigated was the problem of criticality.
Critical nodes and edges along with critical hypergraph components were all investigated. The
second part of the thesis focused on the problem of criticality in all sorts of networks, with a
structure that focused on individual results more so than on the journey through time. At the

end, several relevant applications and use-cases were presented.
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1. Chapter

Introduction

1.1 Introduction

The research assumed by this thesis is one grounded in years of previous works and publica-
tions. The idea of network metrics and network analysis is an interesting topic motivated by the
potential usefulness in fields that relate to anything network-like, such as road networks [37],
social networks [30] even communication networks [21] such as the Internet itself. The work
will focus on two separate topics, that were both linked as network measures, but which were
distinct enough since they differ in their objectives. The two major parts of this thesis focus on
the two problems of Influence Maximization, presented in detail in Chapter 3, and Criticality
with variants of the Critical Node Detection Problem, presented in Chapter 4.

A good example for the influence analysis can be an advertising firm looking for the most
influential social media personalities or the analysis of virus spread. As for criticality, a good
example can be the analysis of network failures or the analysis of prisoner interactions in order

to predict critical inmates and prevent riots.

1.2 Objectives

The main objective assumed by this work was the complete assembly of all previous works done
during the doctoral research process, grounded in years of publications, with several diverging,
but still related research topics. The separate parts of the research, that focus on the two major
problem families had distinct objectives, these objectives are presented below.

The Influence Maximization problem focuses on finding nodes with the highest importance
in a network, importance in the context of influence can be defined as a node’s information
diffusion ability, in other words, the ability of a node to spread information. The main objective
of Influence Maximization evolved throughout the research process. Initial objectives were the

introduction of basic Game Theory concepts to the problem of Influence Maximization, and the



identification of a good base optimization algorithm and propagation model to test our Game
Theory concepts. With the introduction of these basic building blocks of our influence research,
the follow-up for our initial processes was gradual, with experimentation of different diffusion
models, different game theory concepts, and mathematical calculations. Finally, we arrived at
the main objective of our Influence Maximization research, that being the introduction of a
complete algorithm, that takes into account every bit of research, improvement, and general
knowledge in the field of Influence, and applies it to one complete and complex algorithm. This
journey and the culmination of the processes are presented in the Influence part of the thesis,
Chapter 3.

The problem of Criticality started as the Critical Node Detection problem, a problem similar
to that of influence maximization, with the main objective of Critical Node Detection being the
ability to determine important nodes, this time importance being defined as criticality, where
critical nodes are nodes that when removed, would maximally degrade the network. The initial
explorations of this problem had their roots in the Critical Node Detection problem but they
then evolved into a more general problem of Criticality, since we no longer talked about simple
networks, or even just nodes in our research, but an increasingly generalized approach to the
problem of Criticality. Two simple questions we asked: What can be critical in a network? and:
What effect do different kinds of networks have on the concept of criticality? The objective
of our research was to answer these questions with several variants of the Criticality problem
being developed throughout the years. The main objective of the thesis is the collection and
organization of these disunited researches, pointing out similarities and the evolution of our

thoughts on Criticality, all presented in Chapter 4.

1.3 Original Contributions

The original contributions that this doctoral research process proposed to the world were nu-
merous. Firstly, in general, the main contribution of our research to the literature was a plethora
of varied and diverse optimization algorithms for the problems of Influence and Criticality, all
being built on each other, and all providing increasingly good results, comparable or surpassing
even state of the art algorithms’ results.

Separating the two chapters, our main contributions to the field of Influence Maximization
were the introduction and elaboration of Game Theory concepts together with the Extremal Op-
timization algorithm, to redefine and reformulate the Influence problem, as a cooperative game,
with nodes as players. This novel concept exploration was very limited in the literature, which

is why we tried to innovate in this direction. Further innovation came with the introduction of



the Shapley value, a more specialized game theory value that can calculate individual contri-
bution to a game, and the translation of the Shapley value to the language of Influence. Later,
the introduction of a Shapley value approximation was the main innovation, since as far as we
could tell, the process in which we approximated the Shapley value was very new and unique.
Finally, the introduction of a few new improvements to our process led to the development of
our final algorithm, which was the main contribution our research made to the field.

For the Criticality-related problems, our contributions did not follow a very linear approach,
instead, we tried to innovate in all realms of Criticality detection, with several differing ap-
proaches, such as Genetic Algorithms, Greedy Approaches, and even variants of the Extremal
Optimization algorithm being proposed. Our most original contribution to the field needs to
be the exploration of Hypergraphs in relation to Criticality, and more specifically, the explo-
ration of Hypergraph-related centrality metrics in relation to Criticality, which was yet again,
an extremely novel idea.

We proposed a number of applications for both problems, such as a citation network analysis
for the Influence Maximization problem, and the stock market, inflation, and political network
analysis for the Criticality Detection problem. We also proposed a new network robustness
metric, which uses one of our criticality algorithms in order to determine the robustness of a
network, this new metric performs greatly in comparison to other, more well-established met-

rics, presenting itself as a valuable alternative to existing measurements.



2. Chapter

Basic Theoretical Notions

2.1 Simple graph related definitions

Definition 2.1.1 (Graphs). A Graph is represented as a G = (V,E) pair, where V =
{v1, vy, ...,v,} is the set of nodes or vertices, while E = {ej, e, ...,€,} is the set of edges.
In traditional graphs, the £ set contains pairings of nodes. The values n and m denote the
number of nodes and edges respectively.

A directed graph is a type of graph, where each edge has a direction, with a starting and an

ending node. A directed edge is usually represented using an ordered pairing of two nodes.

Definition 2.1.2 (Neighbors). Given two nodes v,w € V, v and w are considered neighbors if

and only if Je € E edge so that e = (v, w).

Definition 2.1.3 (Degree, In-Degree, Out-Degree). The degree of a node v € V' can be given
as the [{w € V, where v and w are neighbors}|, basically the cardinality of the set containing
every node that is a neighbor of v.

In-degrees and out-degrees are only defined for directed graphs, the in-degree of a node v is
the number of edges that point into the node whereas the out-degree of v is the number of edges

that point out from node v.

Definition 2.1.4 (Paths). A path in a graph G can be defined as a sequence of vertices
vy, U, Vs, ..., Uy, Where each adjacent pair of vertices (v;, v;11) is connected by an edge in the

graph. In other words, for each : = 1..n — 1, there exists an edge (v;, v;,1) in the graph.

Definition 2.1.5 (Circles). A circle in a graph GG can be defined as a path vy, vs, vs, ..., v,, Where

n > 3, and the vertices v; and v,, are connected via an edge (v,,, v1).

Definition 2.1.6 (Trees). A tree is an undirected, connected, and acyclic graph. A tree is the pair
T = (V, E), where V is the set of nodes and E is the set of edges.

Definition 2.1.7 (Connected components). Given an undirected graph G = (V, E), where V is

the set of vertices and F is the set of edges, a connected component C' is a subset of vertices
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Figure 2.2.1: A simple example of a hypergraph with six nodes and three hyperedges.

C' C V such that for every pair of vertices (u,v) € C, there exists a path in GG that connects u

and v.

2.2 Hypergraph definitions

Hypergraphs, introduced and formalized in [7], can be considered generalizations of simple

graphs, with a definition similar to that of simple graphs, presented in Definition 2.2.1.

Definition 2.2.1 (Hypergraphs). A hypergraph can be defined as a H = (X, D) double, where
X = {z1,29,...,x,} is the set of nodes, D = {Dy, D,,..., D,,} is the set of hyperedges,

consisting of subsets of X, n and m refer to the number of nodes and hyperedges respectively.

Example 2.2.1. An example of a hypergraph can be seen in Figure 2.2.1. The hypergraph
has six nodes, X = {z1, 9, 23,24, 5,26}, and three hyperedges D = {D;, Dy, D3}, D =
{1, 29,23}, Do = {29, 23}, D3 = {x3, 24, 75, 26}

Some classical graph definitions need to be redefined in a hypergraph environment.

Definition 2.2.2 (Neighbors). Given two nodes u,v € X, v and v are considered neighbors if

and only if 3D hyperedge so that w € D and v € D.

Definition 2.2.3 (Degree). The degree of anode u € X can be given as the |{v € V, where u and
v are neighbors}|, basically the cardinality of the set containing every node that is a neighbor of
u, if multiple nodes share the same hyperedge with u, every node in the same hyperedge counts

as a separate degree.

Definition 2.2.4 (Paths). A path in a hypergraph H can be defined as a sequence of vertices
vy, U9, Vs, ..., Uy, Where each adjacent pair of vertices (v;, v;11) share a hyperedge in the hyper-
graph. In other words, for each i = 1..n — 1, there exists a hyperedge D so that v; € D and
Viy1 € D.
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Figure 2.2.2: Strong detection of x5 from the hypergraph presented in Fig. 2.2.1

Definition 2.2.5 (Connected components). Given a hypergraph H = (X, D), where X is the
set of vertices and D is the set of hyperedges, a connected component C' is a subset of vertices
C' C X such that for every pair of vertices (u,v) € C, there exists a path in the hypergraph H

that connects v and v.

Definition 2.2.6 (Strong node deletion). Given a hypergraph H = (X, D), where X is the set
of vertices and D 1is the set of hyperedges, strong node deletion consists in removing a node v
from the set of nodes X, together with every hyperedge the node v is connected to. Other nodes

from the same hyperedges are not considered in the deletion and remain in place.

Example 2.2.2. An example of strong node deletion on the hypergraph from Example 2.2.1 can
be seen in figure 2.2.2.

Definition 2.2.7 (Weak node deletion). Given a hypergraph H = (X, D), where X is the set of
vertices and D is the set of hyperedges, weak node deletion consists in removing a node v from
the set of nodes X. The hyperedge containing the node v is only removed if v is the single node

in that hyperedge.

Example 2.2.3. An example of weak node deletion on the hypergraph from 2.2.1 can be seen in

figure2.2.3.
“@

Figure 2.2.3: Weak deletion of x5 from the hypergraph presented in Fig. 2.2.1



2.3 Optimization Problems

Optimization problems are a class of problems, where starting from a base state, a new, im-
proved state must be reached, providing us with a solution for a given problem, this solution

being one that gives an increased amount of satisfaction to some arbitrary metric.

Definition 2.3.1 (Optimization problems). Optimization problems can be defined as the follow-

ing:

P=(X, f,w)
where, P is the optimization problem, X is the search space, f is the objective function and

w 18 the set of constraints.

Definition 2.3.2 (The objective function). The objective function f is the function that we would
want to optimize and can be defined as: f : X — Y, where X is the search space, while Y € R

is a real number.

Definition 2.3.3 (Global minimum). z* € X is a global minimum for the objective function
f: X =>Yif f(ax*) < f(z),Vz € X.

Definition 2.3.4 (Single objective optimization problem). The single objective optimization

problem, that minimizes can be described as:

min f(z)

such as hj(z) = 0,5 = 1,...,J and gx(z) < 0,k = 1,..., K, where h; and g, are any

number of contraint functions, while © = (z1, ..., x,).

It is important to observe, that the above definitions only refer to minimization, but similar

definitions can also be given for maximization problems.
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3. Chapter

Influence Maximization

3.1 Introduction to the Influence Maximization Problem

The Influence Maximization Problem (IMP) is the problem that describes the spread of informa-
tion in a network, nodes that spread the information at higher rates are called influential nodes.
The main aim of IMP is to find a set of nodes from a network, that can spread the information
at a maximal degree, thus maximizing the influence of the found set. The spread of informa-
tion is simulated using diffusion models, which are also called propagation models. Using these
models, we can define the Influence function, which is used to estimate the number of activated

nodes, after the application of the specific diffusion model.

Definition 3.1.1 (Influence function). Given a graph G = (V, E), the influence function f(5) :
2V — R* can be defined as the average number of nodes activated by D using the nodes from

set S as seeder nodes, where S C V' is a set of nodes, and D is a propagation (diffusion) model.

Definition 3.1.2 IMP). Given a graph G = (V, E), using D as the propagation model, the IMP
can be defined as the problem of finding a set S of seeder nodes that will maximize the influence

function:

S
sonex fo(S),

where |.| denotes the cardinality of a set, and & € N* is a parameter, setting the size of the seeder

set to a fixed value.

The IMP is a complex and well-studied, NP-Hard optimization problem, with several pro-
posed algorithms, such as in [28], [23], [11], [20], etc.

3.2 Propagation Models

The influence maximization problem uses propagation models to simulate the spread of infor-

mation in an environment [18]. Two main classes of propagation algorithms exist, deterministic
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and probabilistic models.

In deterministic models, we can compute the set of nodes that have been activated by the
propagation process. The results from these computations have been used various applications
in the literature, a main use for these types of models is social networks, and the analysis done
on social networks, such as in [19].

Probabilistic propagation models aim to estimate the information spread and generally give a
more realistic result. They achieve this using a probabilistic variable or other stochastic methods
in order to include variability in the results. Some of the more popular propagation models
currently investigated in the literature are the cascade models such as the Independent Cascade
Model (ICM) [23], the Weighted Cascade Model (WCM) [23] or the linear threshold model
[32]. For most of our influence-related research, the cascade algorithm variants were used, as

the main form of propagation simulation.

3.2.1 The Cascade

The cascade algorithm is a propagation model, used in the simulation of information diffusion
in a social network. It is widely used in the literature for many different applications [23]. The
main algorithm is extremely similar to a breadth-first search on a network, with three main
differentiating factors, those being an increased number of starting nodes and an increase to
the number of investigated nodes in any given iteration, together with a different, probabilis-
tic, traversal process. This differing traversal process allows the otherwise simplistic traversal
algorithm, to simulate information diffusion. The activation step is present in the neighbor se-
lection process, the idea being, that every neighbor of the currently investigated nodes should
be considered, but not every neighbor should be visited. The selection of which neighbor to
visit (or activate) is done using a probabilistic variable p, meaning that for every neighbor of the
currently investigated node set, there is a probability of p that the neighbor will be activated.
Connecting the above functionalities, the cascade algorithm, regardless of the chosen vari-
ant, will always provide a number, which is the cardinality of the set of successfully activated

nodes. A more mathematical description:
a(Ao) = |A]

where Aj is the starting set of nodes, while A is the set of activated nodes.
An important observation should be made: the set of starting nodes is always guaranteed to

be activated, meaning that the cardinality of the set of activated nodes will always be at least

12



equal to the cardinality of the starting set of nodes.
o(Ao) = | Ao

Another important observation should be, that given the probabilistic nature of the cascade
algorithm, one run does not provide statistically consistent results, the average of multiple runs
of the cascade algorithm is necessary in order to average out any anomalies and to provide
conclusive results. This means that, despite the cascade algorithm’s result being a cardinality,
that is a whole number, in any given context, the result of the average, and therefore the result

of the information spread investigation will be a real number.

Independent Cascade Model

The independent cascade model (ICM) [23] is a widely used cascade algorithm variant, and it
is the propagation model of choice throughout most of the research process.

The Independent Cascade uses a global, static probability of p (values most commonly range
from 1% to 5%).

Weighted Cascade Model

The Weighted Cascade Model (WCM) as proposed in [23] is a diffusion model contained in the
wider cascade algorithm family. Its functionality is similar to that of the Independent Cascade
Model with the main difference being observed in the probability of propagation p used in
the cascade algorithm. The Weighted Cascade uses a per-node probability p,, which gives the
probability of activating neighbor w’. This probability is calculated as

1

Put = in_degree(w')

3.3 Extremal Optimization

Nature and many physical phenomena have strong self-optimizing characteristics [5], and many
co-dependent natural environments are optimized by the selection of the undesirable or "bad"
individuals and their random replacement in the system.

The main research conducted for this thesis was focused on the IMP’s interpretation as a
co-dependent environment, and the aforementioned selection of individuals led to the use of
our first proposed algorithm family that was considered, the family of Extremal Optimization
(EO) [9] [8] algorithm variants. EO is defined in Definition 3.3.1.

13



Definition 3.3.1 (Extremal optimization). Extremal Optimization is an optimization algorithm,
with the premise of dividing the solution of a proposed problem into multiple smaller compo-
nents. Each component has to have a calculable contribution to the goodness of any proposed
solution. Furthermore, in any given instance of the EO algorithm, there are multiple solution

candidates that are analyzed at any given time.

The main challenge of the conversion from graph-based problems, such as the influence
maximization problem, to the world and terminology of optimization algorithms, more specif-
ically EO, was the interpretation of data and the translation of terminology between the two
worlds. Another problem was the linking of the propagation model terminology with both graph
and EO terminology.

A solution s and the best solution s;.; are both sets of nodes, that are subsets of V. These
sets are the individuals from the EO terminology and they have a size of k, which is the number
that limits the size of s from IMP terminology. Each individual s is composed of nodes, which
are the components of the EO terminology.

Both individuals and components of an individual need a fitness function, these fitness func-
tions evolved throughout our research history. The fitness function of each individual should be
related to the influence of the set of nodes that each individual is composed of. This influence is
calculated using the propagation model of choice. If we consider our main propagation method
of the Independent Cascade Method our influence function and therefore the fitness function of

each individual can be represented as

from(s) = a(s),

where 7 (s) is the average of multiple runs of the propagation model.

For the fitness of each component, we need to calculate the contribution of each node to the
fitness of the complete individual. The main idea of our research was, to consider the problem
of influence as a coalitional cooperative game from game theory, and then to use this game
theory understanding to calculate the contributions of each node as players of the game. Our
first algorithm uses a more simplistic function. The fitness value of an active node ¢ in s is

computed as its marginal contribution to 7:

fi(s)=a(s) —a(s\i)—1,

where s \ 7 denotes the set of active nodes in s without node 7.

14



Time-Varying Extremal Optimization

The main drawback of the Extremal Optimization algorithm is its struggles with local optima.
One of the proposed solutions or remedies to this problem was the utilization of a Time-Varying
version of EO, which aims at changing a set of minimal components from any individual instead
of one component at a time. The number of components changed in any given iteration is labeled
as q. Three versions of the parameter modification process were considered:

Basic Linear version:
/{ * (T]Max — T)

TMax

¢ = max(1, |

D),

where ¢ is the number of nodes designed to be replaced in the current generation, £ is the size
of set s, the number of nodes in any given individual from the EO algorithm, 7" is the current
generation count, T, is the total number of generations, while | -] is the floor of a real number

Alternative Linear version:

ks (Taragr —2%T)

TMa:v

q = maz(l, I_

1),

Exponential version:

1 =T
q = |max(1, 5 * kx (k— 1)TMI;Q:J

The alternative linear was chosen as it gave the best results for our purposes, with a small
modification, of ensuring that the number of nodes replaced was not above half of the total

nodes.

3.4 The Shapley Value

The Shapley value was proposed in [33], and it is used to calculate the contribution of each
player to a cooperative game in game theory, making it a popular solution concept for the game.
It has many descriptions, but for our purposes, the Shapley value can be described as the method
of fair division of the earnings of a cooperative game, where the payoff can be divided. This fair

division should relate to the individual contribution of each player.

Definition 3.4.1 (Cooperative coalitional game). A cooperative coalitional game A = (N, v)

contains two elements:
— The players of the game, contained in set NV;

— A characteristic function v : 2 — R that assigns real values to subsets of players.

15



Definition 3.4.2 (Shapley Value). The Shapley Value ¢; can be defined in the context of a coop-
erative coalitional game, where it measures the average contribution of player ¢ in all coalitions

of the game and it is calculated as the following:

oty = > PRSI s 0 ) - v(s))
SCN\{i} '

where | - | represents the cardinality of a set.

Since the Shapley value can be used to calculate the extent of each player’s contribution
to the final value of the game, the concept should be translatable to the extremal optimization
language, and we should be able to calculate each component’s contribution i.e. their fitness, to

the final value of the individual’s fitness.

3.4.1 The Shapley Value Approximation

While the Shapley value gives great results, mainly because it closely approximates each node’s
contribution to the final result, thus making it trivial to choose the nodes with minimal value,
there is a major problem with the Shapley value calculation. In each instance of the Shapley
value calculation, every coalition of nodes is considered. This makes the calculation extremely
costly in any practical application. To overcome this, we used an approximation method, which
is shown to sufficiently approximate the results of a complete Shapley value calculation. This
approximation uses a number of distinct orderings of size k, containing the same nodes as s
but in different permutations, we then calculate the nodes’ contribution based on only these
different orderings and the coalitions from these orderings. Since our calculation depends on
the order of nodes in the coalition, ensuring that there were a sufficient number of orderings

considered was one of our main challenges.

3.5 The Monte Carlo Approach

The usual approach to the algorithm uses the entire original network given as an input, to cal-
culate the results of the Cascade run, resulting in the need for multiple Cascade runs. Since
the propagation model has a probabilistic nature if we wish to provide a level of certainty to
the results, we would need the averaging of multiple propagation runs. This is both a slow and
unpredictable process, with runtime increasing with the increase in desired predictability. We
proposed an improvement, using a Monte Carlo approach to introduce a network generation

phaes.
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The scheme works by creating a number ng of new networks from the original network, this
neg 1s similar in scale to the number of Cascade runs that would be necessary for statistically
accurate results in the original scenario. Each newly created network G; = (V, E;) contains
every node of the original network 1V and a small percentage of edges from the original net-
work E; C E. The edges that are kept for a new network are selected at random from E, and
the probability of selecting an edge to be kept is p, the same probability used in the original
independent cascade.

Using these newly generated networks greatly decreases complexity and runtime, since we
modified the search space. The cascade algorithm used for these new networks is reduced to a
non-probabilistic version, with the probabilistic nature of the search being incorporated in the
newly generated network space, on which the algorithm is being run. This change in perspective
allows us to prepare a large number of generated networks in the setup phase of the algorithm,
and we can then later use the averages of the runs on each network, to get a final result for a
given seeder set. We can still use the same seeder set since the nodes in the generated networks
did not change.

The Shapley Value approximation is also affected, with the modification of the cascade
algorithm. The revision of introducing the new Monte Carlo Cascade to the Shapley value ap-

proximation algorithm did not modify the validity or the effectiveness of the approximation.

3.6 The SIM-EO Algorithm

Throughout our research on the influence maximization problem, the intentions were clear to
summarize every and all possible improvements proposed throughout the iterative steps done on
the algorithms, and a final algorithm was developed using these improvements. The algorithm
proposed was named Shapley Influence Maximization - Extremal Optimization (SIM-EO), ac-
knowledging both the algorithm type which is an Extremal Optimization variant and also the

specialty fitness used, that being the use of the Shapley value as component fitness.

SIM-EO outline The algorithm draws on every previous iteration. Firstly, its base is the sim-
plified version of our earliest EO-based algorithm, discarding the more complex s;.s; selection
present there, but maintaining the similar framework of the algorithm.

SIM-EO starts with the Monte Carlo Network Generation algorithm, utilizing the proposed
Monte Carlo improvements, creating multiple networks using the Cascade probability as the
base for network generation probability and a parameter n¢ to give the required network count.

Each individual’s fitness is calculated using the Independent Cascade algorithm’s variant,

17



which is modified by replacing the probabilistic nature of the Cascade and the need for multiple
runs on the same network, with the many networks approach, each network differing, each being
generated using the Monte Carlo method.

The algorithm then uses the Shapley value algorithm, more specifically the Shapley value
approximation algorithm using the Monte Carlo networks, as the fitness value for each compo-
nent.

The number of changed components is represented by the number m and it is calculated
using the improved equation from the time-varying extremal optimization, which is based on
the alternate linear version from the equation 3.3.

As for the parameters of the algorithm, we differentiate between inputs, which refer to the
influence maximization problem, and parameters which are specific to the algorithm in question.
Parameters include the n¢g, MaxIterations, which is the number of maximum generations the

algorithm will run for, and m. The inputs include the initial network G, and the values k and p.

3.7 Numerical experiments and a proposed application

While the numerical experiments are too large in scope to fit this smaller summary, a short
description of the results can be given. The SIM-EO algorithm and its earlier variants all gave
great result that were comparable with, or even better then, state of the art algorithm that were
investigated. This improvement was in terms of results, as for time complexity, our algorithms
were all slower and computationally much more intensive. This provides a trade-off between
current best heuristic approaches, that give fast but inaccurate results or our EO variants, that
give better results, although slower. Both real-world inspired and synthetic network testing was
done, and almost every network type showed the same relations between the algorithms, that

were described earlier.

Highly cited journals network analysis

A singular real-world based test-case was proposed for the InfEO variant of the algorithm, as the
rest of the influence based research was mainly theoretical. For the real-world testing, a network
was constructed using data from the Web of Science (WoS)! article database, specifically, a
citation network was created using articles from the domain of computer science. The articles
were selected using a specific search query, incorporating category, year and the the highly cited
label 2.

I.(https://apps.webofknowledge.com/), last accessed 29.06.2023

2.https://images.webofknowledge.com/images/help/WOS/hs_citation_
applications.html, last accessed 29.06.2023
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In the network that resulted from this data, nodes were journals while links were citations
between articles of different journals, a directed link existed between two nodes if the starting
node had an article that referenced the ending node. This way the network was constructed
from 606 articles, resulting in a number of nodes being 7482, out of which 131 had positive
out-degrees. The network also contained and 14479 links. The 131 journals that had a positive
out-degrees, were the prime candidates to be identified as influential nodes by our algorithm.

The analysis that was done on the highly cited journals network provided an interesting
insight into a possible application of the influence maximization problem and shoved the use-

fulness of the InfEO algorithm in a pseudo-real-world scenario.
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4. Chapter

Criticality in Networks

4.1 The Problem of Criticality and Critical Node Detection

One of the main research fields that concern network analysis is the field that investigates the
problem of criticality in networks. The Critical Node Detection Problem (CNDP) is described in
[27], or in the survey by [25], and it is the most common criticality problem that is investigated
in the literature. CNDP can be simply described as a problem of identification. We need to
identify important nodes in a network. Importance is defined according to a specific metric. It
1s crucial to distance this definition from the definition of influence, where the nodes needed to
have maximal information diffusion ability. Here, the nodes need to be important in a network
integrity sense.

The above description is vague on purpose since almost every part of the critical node de-
tection problem can be modified, we could be looking for one or more nodes or even other
components of the network such as in the survey [38], where the authors describe other critical
element types and among them critical nodes. We can define an important node according to
several metrics, we can even use different kinds of network types.

This variability is one of the causes of the CNDP being used in a large variety of studies in
the literature. It was used for social network analysis in [10], [16], network vulnerability studies
in [14] and network risk management in [3].

One of the main components of the CNDP is the measure used for detecting critical nodes.
In the literature a number of measures were proposed, and even more are possible, with the main
question asked by the researchers being: Why is a node critical? What makes a node critical?

In [2] there are three versions discussed as the answer to our questions, these are the most
popular variations of the CNDP in the literature and they are the following: The kMaxComp
problem, pairwise connectivity and the MinMaxC problem. These will be described in more
detail shortly.

As a matter of complexity, several connectivity measures were looked at, and the CNDP was
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proved to be NP-hard for all of the investigated measures in [34], originating from this dilemma,
different solving methods have been proposed, however kMaxComp was not thoroughly inves-

tigated.
Definition 4.1.1 (Critical Node Detection Problem (CNDP)). The Critical Node Detection Prob-

lem can be defined as the problem of finding a set of nodes, the set having a fixed size of k,
in any given graph, such as, after the removal of the selected set, the graph would maximally

degrade, according to an arbitrary measure o.

Together with the kMaxComp problem, three distinct forms of o were studied for traditional
networks throughout the research process presented in this thesis. These problems defined by

these 0 measures are the following:

Definition 4.1.2 (kMaxComp problem). The kMaxComp problem consists of removing a the
set of nodes, that would lead to the maximal number of remaining connected components in
the damaged graph. Formally, if .S denotes the set of deleted nodes, having a size of %, and
H(G[V \ S]) denotes the set of connected components of graph G after the removal of the
selected set of nodes, basically the damaged graph, the kMaxComp can be described using the

following equation:

max [H(G[V\ S])],

such that |S| < k,

where | - | denotes the cardinality of a set.

The kMaxComp problem was the main form of the possible CNDP variants that we used
in basic criticality detection researches, such as the CN-EO algorithm, MAXC-GA algorithm,
while also providing the base for our Hypergraph focused Hyp-GA algorithm. It is probably the
most widely used metric out of the three main metrics found in the literature, and can be used

for all sort of criticality detection, no matter the network in question.

Definition 4.1.3 (CNP - Pairwise Connectivity). In this case, we need to minimize the following
objective function:
=y GlC=D
CieGIV\A]

, where C; is the set of nodes that are in a concrete connected component after the deterioration
of the graph, while | - | denotes the cardinality of a set, the size of the component

For this equation we consider the connected components after the degradation of the graph,
by the removal of the nodes selected by the CNDP problem.
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The pairwise connectivity was used as a metric in our interpretation of the combined critical
node and edge detection problem, since it can be greatly used to detect network deterioration.
Our focus for that research was the use of the combined problem as a mean to detect critical net-
work deterioration points, providing a possible network security metric. The use of the pairwise
connectivity in terms of criticality is explained in detail paragraph 4.2.1, where an example is

given for the calculations needed in this case.

Definition 4.1.4 (MinMaxC). This problem consists of minimizing the size of the largest com-
ponent after the removal of the nodes selected by the algorithm as being potentially critical.
Formally:

min |(max C)],

where H is the set containing the connected components of the graph, while | - | denotes the

cardinality of a set.

While testing was done using the MinMaxC problem, no concrete research was completely
based on this variant of the CNDP, since we found, that for our purposes, the MinMaxC did not
provide desired results, with the combination that this problem was computationally intensive,
at least the initial implementation of it, a decision was taken, not to dive deeper into this variant.
Nevertheless, it is still one of the more used approaches to the CNDP problem, meaning that a
definition was needed.

Besides these three main use-cases, a fourth approach was also proposed by us in the form
of using the hypergraph specific Weighted Node Degree Centrality as our metric, in the research
that resulted the WNDC CNDP problem, presented in section 4.2.2. This was a novel approach,

and as such, a detailed explanation was given in the appropriate section.

The CN-EO algorithm

As the name implies, CN-EO is an algorithm mainly based around the Extremal Optimization
algorithm, that formed the basis of our research in the influence maximization side of things.
Nonetheless, as we tried to innovate on our earlier approaches, we introduced a new Extremal
Optimization variant as the basis for CN-EO, that being the NoisyEO algorithm from [29].
In that paper, the NoisyEO was successfully used for the community detection problem, and it
proved to by adaptable to the problem of criticality, with a few notable changes. NoisyEO works
by introducing a shifting procedure into the algorithm. Once the results seemingly stagnate for
an extended number of iterations, the shifting procedure is initialized.

The shift procedure works by randomly modifying the network G = (V, E) creating G’ =
(V') E"), where V! C V and E' C F are the set of new nodes and edges respectively. These
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new sets are acquired by the removal of random nodes and edges from the original V' and F,
the removal is done with a probability of p,p, ¢+ which is a parameter of our algorithm. The new
network GG’ is now used as the network in the EO algorithm for a set number of iterations nrG.
During these iterations, the best solution so far can be modified, importantly we do not retain
the result, just the set of potentially critical nodes. After these iterations, the original network
is returned, but the proposed solution should be changed, and this way the search can escape
a local optima. The algorithm was tested on some of the previously introduced benchmark

networks and provided good result compared to the state of the art at the time.

The MAXC-GA algorithm

Another early approach for solving the CNDP was the MAXC-GA algorithm, which can be
described as a simple genetic algorithm. The specific goal of this research was to create a so-
lution for the CNDP while using the least amount of problem-specific information during the
search phase. As the proposed algorithm is a genetic algorithm, there are some general pieces
of information about the algorithm structure and use that need to be elaborated. We used a
binary encoding, a two point crossover scheme, a uniform mutation scheme and tournament-
based selection. The fitness value of an individual was computed using the number of remaining
components after the graph deterioration caused by the individual’s marked nodes.

While benchmark testing was successfully done on MAXC-GA, proving that it is a good
contender for CNDP algorithm, for the paper that created the MAXC-GA algorithm, there was
no real-world use case proposed in a similar fashion to the results proposed for the EO approach.
Instead, the paper was proposed as a proof-of-concept paper, that advocated for the use of

minimal problem-specific information for evolutionary algorithm design.

4.2 Generalizations of the Critical Node Detection Problem

4.2.1 The Combined Critical Node and Edge Detection Problem

Criticality in a network can relate to any form of network components, not just nodes. One of
the components that is also investigated in the literature, and should provide interesting results
are the edges of a graph. Besides the critical node detection problem, we can define the critical

edge detection problem.

Definition 4.2.1 (Critical edge detection problem (CEDP)). Given a graph G = (V, E), the
objective of the problem is to find a set of [ edges, that can be considered critical according to

any given metric, that measures the degradation of graphs after the edges from [ are removed.
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The CNDP and the CEDP do coexist in the literature, we proposed an innovative approach
to the problem of criticality, by combining the two problems into one, obtaining the combined
critical node and edge detection problem (CNEDP), which is a much less studied approach to
the criticality problem family. CNEDP can be used to simulate real-world scenarios, meaning it
can be useful in various applications (e.g. road networks, computer networks, etc.) It can work

by deleting not only nodes or edges but a combination of the two.

The problem of (k,[)-CNEDP

Definition 4.2.2 (The critical node and edge detection problem (CNEDP)). Given graph G =
(V, E), the CNEDP consists of finding a set 1 having a size of k, containing nodes from the
original network, and a set F' having a size of [, containing edges from the original network,
which when simultaneously deleted will degrade the graph in a maximal manner, according to

a given measure o. The introduced problem is denoted as (k, [)-CNEDP.

We can identify an interesting problem that comes up from deleting two connected but sepa-
rate graph components: nodes and edges. It should be obvious that removing a node will remove
all edges that are connected to it, since there can be no edge between inexistent nodes, we needed
to consider if removing an edge would remove the nodes connected to it. This possibility was
quickly disregarded, since removing nodes would remove edges, and we would quickly end up
with an empty graph.

The network connectivity measure that was used for this research was pairwise connectivity.

In our case, we therefore needed to minimize the following objective function:

= —52'(5"2_ 2

Ci€GIV\A]

where A C V, C; is a set that contains all connected components in the deteriorated graph, with
0; being the size of the connected component Cj;.

We can observe that finding an ideal set for critical components would lead to the complete
disintegration of the graph, with the component sizes all being reduced to 1, which would result
in an objective function value of 0. We can also identify, that setting the value of k, respectively
[ to 0 would reduce our problem to CNDP or CEDP respectively. Finally we can also observe
that the CNEDP should be NP-complete since in [4], a variant of the CNP was proven to be
NP-complete, with the CNP being a sub-task of our current problem.
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Greedy approach to the (k, [)-CNEDP

In the research proposed in [2] there were three non-evolutionary greedy solutions that were pre-
sented for the CNDP. An adaptation of the second approach is used by us during this research,
which made the second approach greedy work on the (&, [)-CNEDP. We used the pairwise con-

nectivity in the greedy process, which works based on the following function:

GR2(Sx) = argmaz{(f(Sx) — f(Sx U{t}):t € X\ Sx}

where Sy can be one of the proposed solution sets for nodes or edges, meaning that X
represents either the original set of nodes respectively the original set of edges of the network.

This function is described in [2] and it was adopted by us.

Genetic algorithm for the (k,/)-CNEDP

As an additional approach, we created a simple genetic algorithm in order to approach the
CNEDP problem. The main operators are the following: list-based encoding, the fitness is cal-
culated as the pairwise connectivity after deterioration, tournament-based selection, two muta-
tion variants, both replacement based, with no need for a repair operator. A (i + \) selection

scheme was also used.

Comparisons between the two methods Early comparisons were done using a set number
of fitness calculations as a cut-off, but to provide fair comparisons, we needed to allow both
algorithms to run their full course, however, the greedy algorithm was unable to realistically
process larger networks thanks to the scaling of the algorithm being too exponential. More
concrete comparison results followed suit, were the greedy calculations were not limited and
the results were derived from full runs in cased were the greedy algorithm could finish. The
results showed that in most cases the GA was better suited, but for some specific cases the

greedy approach was better.

4.2.2 Critical Node Deletion in Hypergraphs

Attempts were made in order to combine the concept of Hypergraphs and the CNDP. Two main

approaches were given for the Hypergraph based CNDP.

Definition 4.2.3 (The critical node detection problem in hypergraphs). Given a hypergraph H =
(X, D), the CNDP for hypergraphs consists of weakly removing a set of k£ nodes in order to

maximize the number of remaining connected components in the deteriorated graph.
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Hyp-GA

Our earlier research on the topic of hypergraphs in critical nodes resulted in the Hyp-GA algo-
rithm. As the name implies, it is yet another genetic algorithm implementation, this time having
the focus on hypergraphs instead of new algorithm types. This algorithm worked by using a
basic representation of a hypergraph, as a graph containing complete sub-graphs, or formally a
clique representation, and then working on this representation as a simple graph. It uses all the
same components and parameters as our previous GA based approach. While giving good re-
sults, the inefficient representation together with the blunt algorithm did not provide outstanding

results.

Hypergraph critical nodes with weighted node degree centrality

Yet another hypergraph and criticality focused GA approach, with much more interesting re-
sults. A few main evolutionary tactics were introduced that were missing in the earlier approach:
better representation using dedicated hypergraph libraries; a better algorithm scheme in general
with an improved GA; and the introduction of the Weighted node degree centrality as a metric

along which we could calculate criticality.

Weighted Node Degree Centrality The main scope of this research and the main differentia-
tor compared to previous work is the introduction of a hypergraph-specific centrality measure
as a criticality measure for our problem. This new metric is named the Weighted Node De-
gree Centrality (WNDC), which was presented in [22] as an attempt to extend the traditional
centrality measures, common in graph research, to the realm of hypergraphs.

Generally, the w weights of a hyperedge take into account two metrics that describe the given
edge. Multiplicity (1m;), which describes the frequency of a given hyperedge’s appearance in the
network, and cardinality (c;), which pertains to the the number of nodes that are contained in
said hyperedge. While the benchmark results were interesting, since there was no other research
that we could compare to, the main attraction was the comparison with a self proposed greedy
approach and the real-world application.

Comparison between a Heuristic and GA The validation of the results obtained by the
GA should be an important step in validating the usefulness of the algorithm. We proposed
a heuristic that similarly used WNDC, by removing the nodes with the highest WNDC. This
result in turn gave a good base that we could compare to, since the intuition would say, that
if we remove the k£ nodes with the highest WNDC then the results would be better than with

any other combination of k removed nodes. In reality, our GA reached better combinations of
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removed nodes yet again showing that the whole node set has a larger impact, than the sum of

its parts.

4.3 Proposed Applications for the Critical Node Detection

Problem Variants

4.3.1 Practical use for the CNDP: stock market analysis

The paper that presented CN-EO was one of the more interesting research that has been done
during this doctoral period, with a practical result that proved to be interesting. The practical
use found for the CNDP and the CN-EO algorithm was an analysis of the stock market. For
economic network analysis, there are a few examples in the literature, banking networks were
nodes represent everything from banks banks to people in power in said banks and many more.
[15].

Stock market analysis is an important aspect of economic network related work, with one of
the first such papers being [12] with [17] also being important, as it analyzed the Chinese stock
market from an influence perspective.

We used an unweighted, simlplified version of a stock market graph from [26], that was
obtained from the analysis of the correlations between stock in the New York stock market for
a period of two years. Using CN-EO, we calculated the most critical nodes. The size of the

critical node set started from 3 and went all the way up to 8.

4.3.2 Application for the CNEDP: new network robustness metric

An application was proposed for the combined CNEDP, a new metric which could be used to
measure network robustness, and which if produced promising results, would provide a good
alternative for measures already present in the literature. In the literature, there exist several
robustness measures, that usually try to calculate robustness by looking at different sets of
network properties.

We tested our new proposed metric using a set of medium to large sized real-world networks.
These included infrastructure networks[31],[36],[24] brain networks [1], power grid networks
[31], interaction networks [35] and a computer network [24].

The new network robustness measure was named N £, ;, which was based on our (k,I)-

CNEDP algorithm which used the pairwise connectivity as its criticality criteria. The new metric
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has the following form:

2. (k,1)-CNEDP
(m—k—-1)(n—k—2)

NE),;, = € [0,1]

An interesting observation can be done on the terms of this equation. The equation contains
the worst possible results of the pairwise connectivity after the removal of k£ nodes, meaning that
it would always be between 0 and 1 since the CNEDP can at best find this result and realistically
only approach it.

N E},; can qualify as a good robustness metric based on the results, with it giving inde-
pendent result from other metrics and also working on non-connected graphs. It could also be
configured, thanks to its two parameters £ and [. These facts made this achievement one of the

more important contributions of our research process throughout the years.

4.3.3 Application for CNDP on Hypergraphs: An inflation hypergraph

analysis

We propose as a real-world application, the use of our algorithm on a hypergraph constructed
from real-world inflation data. Data for about 123 countries were publicly available! and con-
tained information about inflation rate from 1960 until 2019. Since then the site has been taken
down, but the results stand nonetheless. An analysis was done on the last ten years of data,
from 2010 to 2019. With countries eliminated if they had incomplete data, we remained with 98
countries. A hypergraph is then constructed from this data by considering countries as nodes,
while hyperedges represent different inflation brackets in a given year, meaning there exists a
hyperedge that contains countries that had for example, a negative inflation rate in a studied
year, etc. Actually four hypergraphs were obtained for four sets of years from the marked in-
terval (2010-2012,2013-2015,2015-2017,2017-2019). This representation can be useful, since
it represents the dynamics of inflation for countries, since a hypergraph contains several values
from any given year.

A value of 10 is chosen for k, meaning we want to identify the 10 most critical nodes in
the network. The results can provide a glimpse into possible unstable regions or regions with
similar rates of change over the years since a critical node in this setting would mean countries

that changed inflation rates multiple times during the investigated period.

l.https://dice.ifo.de/en/node/3584309, last accessed 20/09/2021
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4.3.4 Application for CNDP on Hypergraphs: U.S. Congressional and

Senatorial committee data analysis

As a CNDP application on hypergraphs, we investigated two real-world networks, both derived
from US congressional data, created by Charles Stewart and Jonathan Woon. These networks
were initially used in [13] and we implemented them for our real-world application and proof
of algorithm correctness. These networks aggregate memberships in US congressional commit-
tees, either in the House or the Senate.

Since the results presented here are real-world data-driven, an interpretation of the results
could be useful.

An interesting result of this research shows how much looser the House structure is com-
paratively to the Senate structure. In the house network, there are a total of 1290 nodes, out of
which 51% are present at least once in the critical list. If we instead focus on the nodes that ap-
peared in at least half of the total critical sets, this number lowers to a mere 4.5%, whereas if we
looked at 75% of the total critical sets, we would only get 2 critical nodes, which corresponds to
an incredibly small 0.015% of all nodes. We can do similar calculations on the Senate network
results. Out of the 282 nodes, only 28.7% appear once, 9.9% appear in half of the lists and 3.2%
appear in 75% of the total critical sets.

This data is not at all definitive, but the principle idea behind the use of this data can lead to

the identification of key players among America’s political elite.
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5. Chapter

Conclusions and future work

Influence Maximization For Influence Maximization, the introduction of so many innova-
tions, starting from the EO algorithm, to the combination of EO with Cascade and Game The-
ory, the introduction of the Shapley value and the subsequent improvements on our process, all
led to a final SIM-EO algorithm, that can be considered complete. There is still much to work
on, potential future prospects include the analysis of the possible reintroduction of the Inf-EO
style improved EO, which was discarded early in our research due to computational constraints.
Another option would be to investigate different game theory value, such as the Banzhaf value
[6] or different propagation models, such as the linear threshold model. We could also investi-
gate different algorithm types, such as a GA approach to the problem of influence. Finally, the
problem of online influence maximization could also be investigated, basically influence max-
imization on an evolving network, with non-stable & values. All in all, influence maximization

was a topic that resulted in exciting results and it should be worth revisiting in the future.

Critical Node Detection In contrast to the influence maximization problem, the critical node
detection problem did not have a final unifying algorithm proposed. We diverted our focus on
many variants of the problem of criticality, from well known variants such as CNDP to com-
pletely new approaches such as WNDC-CNDP on hypergraphs. The future can be interesting
for the problem of criticality. Fistly, we could always go on the route of creating the complete
collection of improvements, similarly to the influence part, we could also combine already ex-
isting parts of our criticality research, or we can investigate new concepts, such as other critical
components or new algorithms for existing problems.

The CNDP was and remains an extremely important research topic, because of the whole se-
curity aspect of this problem. The results so far provide us with sufficient motivation to continue

the research in this field.
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