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In the current context of global security, the outcomes of globalization, the recent geostrategic,
geopolitical contexts as well as those of the alteration or hybridization of financial and economic
mechanisms -which represent the results of information explosion and technological hyper development
in the field of information and communications technology-, new paradigms emerge that often overturn
theories or change the progressive trajectory of reference fields such as economic, political science
(national and international) and international relations. Therefore, new sub-domains are developing in
the diplomatic sector (digital diplomacy and cyber diplomacy) that change the paradigm of national and
international security - with these changes, elements appear that lead to a reconceptualization of the
intelligence sector. Consequently, we are witnessing a natural transformation of all existing and
connected cyber domains in all sectors of contemporary society.

This global paradigm generates a complex international dynamic that requires a permanent analysis of
the effects recorded at international, supranational and national level. Commencing from this phenomenon
and completing conclusive case examples such as the constituent elements of national cybersecurity incidents
- Estonia’ (2007) — and of course, the signals of cyberattacks increasingly targeting the private or government
sector in Europe and other states offensively or defensively, I sought to identify the measures and
countermeasures taken by states, federations or unions to limit these attacks and to get a crystal view on the
need to ensure a degree of resilience appropriate to the degree of risk associated with each case..

The present paper presents itself as an exploratory and not necessarily exhaustive perspective on the
protection matter of national resources and values in the spirit of the supranational concept. A second element
that brought my attention during the period allocated to the analysis of cyber attacks was the vulnerability
factor given the lack of a culture of security of the entire population and security culture illiterateness in the
cyber environment, both among the decision-makers and the general diplomatic sector.

The overall objective of the thesis is to investigate the relationship between elements such as national
security governance, resilience, diplomacy, jurisdiction and good governance of the cyberspace to confirm
or deny the typologies and new information systems in the virtual space as well as their contribution to the
virtual governance balance between realism and supranationalism.

Specifically, three secondary research objectives were formulated to identify the interdependence
between cyber sector governance and national security, to identify the determinants of national security
governance resulting from adapting the information security management system in the virtual space and to
study the paradigm of information security governance in the virtual space in the consent of realism and
supranationalism.

The purpose of the scientific activities carried out during the documentation period and in the
conceptualization and writing phase of the paper, was to identify and treat a new approach to ensuring
national security by creating logical and interdependent connections and relationships between concepts

! Rain Ottis, CCDCOE, ,,dnalysis of the 2007 Cyber Attacks Against Estonia from the Information Warfare Perspective”,
Cooperative Cyber Defence Centre of Excellence, Tallinn, Estonia, 2018,
https://ccdcoe.org/uploads/2018/10/Ottis2008 _AnalysisOf2007FromThelnformationWarfarePerspective.pdf,  accesat  astazi
20.12.2019.
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such as: the organization, information management, cyber area, supranationalism / realism, diplomacy,
cybersecurity culture and national security.

The general hypothesis of the research appears to achieve the proposed objectives, where it was
considered that good governance in the cyberspace can contribute to solving the security paradigm and
dilemma in this new area. By theorizing through the resources of the scientific research methods
addressed and applied, I will be able to highlight whether there is an interdependence relationship
between the practices of governing national security systems and the supranational systems and the
relationships between them. The working hypothesis was tested through a case study, in the last chapter
of the Thesis.

The research methodology underlying the concept of this paper is one based on the inductive study
of the national, European and international legislative package on cybersecurity and the study of the
specialized literature confirmed by the exhaustive results of the case study on the cybersecurity culture
of the resident population from Romania. Founded in the existence of the general-specific "research
binomial" applied throughout the paper, it has proposed generating general conclusions regarding the
governance of national security by demystifying the management of virtual space security in the
perspective of realism and supranationalism. Methodologically, the preliminary conclusions of the first
five chapters together with the entire chapter six, are the result of a scrupulous analysis. Among the main
methods of data analysis and evaluation of the research variables was the method of competing
hypotheses (used in the simplified variant of inconsistency assessment of hypotheses). The method of the
case study in the present paper is built using the cross-checking methods, to test and experimentally
verify the theoretical-applicative value of the research results obtained from the research of the proposed
topic. In the present paper, the case study is related to a final sample of 5,446 persons out of the total of
~ 7,600 questionnaires applied, which represents ~ 0.03% of the 19,644,3501 persons, which is the
estimated number of the resident population in Romania for 2017.

For reasons of academic equidistance and balance, we considered the following fundamental research
principles:

e the principle of exploration and description of phenomena - the paper focused on an
exploratory study namely on the description and exploration of the relations between
phenomena;

e the correspondence principle - the results were based on a permanent connection to the
contemporary academic and scientific knowledge;

e the principle of observability - during the paper rationally presented arguments that can be
verified at least at the cognitive level.

o conducting interviews based on the results of the questionnaires obtained during the
research;
o consulting with practitioners in the field or related fields - in a formal and informal
framework;
o studying primary, secondary and tertiary documents;
The most important tools for working in the scientific research process were the following:

e The Brain, R, IBM SPSS Statistics for Windows, ACH 2.05, IBM i2 Analyst's Notebook,
MsOffice 365;
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e Mendeley, O’Reilly, Safari, Archive.org, Statista, Klarmedia, IEEE Xplore Digital Library.

The thesis is divided into two main parts, sequentially into six chapters. The first part is composed
of the argument of the paper, which represents, of course, an empirical perspective on the content and which
briefly sets out the information from the organizational perspective that will be later analyzed in the first
chapter in an inductive and introspective way. In the first five chapters, all references to information are
finally oriented to its approach and its effects, in its digital form in a contemporary security context. The
second part is represented by the fifth chapter, which is the last one, where the relationship between the
security culture of the individual who is at the same time the end-user connected in the cyber area is
demonstrated, with the security in all its forms, specifically listed, human security and cybersecurity as a
sub-domain of national security. It is worth mentioning that the sources that generate insecurity, such as
communities or digital societies that do not have the knowledge or a general culture of security, are without
a doubt a negative factor brought to the concept of national security. Of course, the last chapter becomes by
extrapolation a new field of study for the author and an academic research for the scientific community, but
it is not, however, treated as a separate study, which is rather focused on obtaining quantitative and qualitative
data to substantiate and validate or to invalidate the research hypotheses from the first part of the paper.
Being an exploratory research, along the scientific path and based on a positive critical spirit, remarks were
made regarding the dynamic character of the paper, considering that the research goes from general to
specific and contextual from specific to general but which in final results in an objective positioning of
conclusions on the chosen topic. Each chapter has sections and subsections and presents elements that
contribute to the testing of our research hypothesis.
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CHAPTERI1
INTRODUCTION

Naturally, based on the author's experience in the field, an absolute need to research the new sectors
of cybersecurity and governance has been identified. These areas represent a priority area of research and
innovation for Romania and the EU. From the perspective of the sustainable development of cyberspace, a
lack of cybersecurity research is identified, in the context of international relations. The number of Romanian
researchers dedicated to the study and developing specific solutions in the field of international relations,
security and studies in the cyber domain, which leads to a decrease in the capacity of the Romanian
contemporary defense and security system as well as to a deprivation of the strategic security resources,
much needed today for a country with considerable Euro-Atlantic ambitions at least in the field of
cybersecurity and for a short time at the helm of the European Union.

An objective list of the factors that led to the selection of this study is given not least by the assumption
of security and governance of the European cyberspace identified as a priority topic on the agenda of the
European and international community, where the scientific achievements of the Romanian authors are
generally relatively low, hence, the author was forced to study and analyze the works of the authors
established in this field from the international scene. A limiting factor, self-imposed, regarding the study and
citation of sources was given by the desire to separate the arguments pertaining to the sciences of
international relations and the security studies to the arguments of law and jurisprudence brought by the legal
sciences of national and international law. The reason for this choice was given by the need to report and
concentrate the research process on the author's field of study, namely that of international relations and
European studies.

The concept of ""national security". Over the years, in the context of different areas of research,
within the numerous scientific circles, theoretical debates have been a common topic more or less
substantiated in concrete. The concept of security still retains its ambiguous character but which, in the
process of researching international relations, is often used as a pretext, excuse or justification for the various
objectives or political or strategic results. As for the definition of the term "national security", it often suffers
reinterpretations given by the interpretation in the spirit of the law of a set of official documents that are
updated annually or at a frequency of five years - here referring directly to national or sectoral strategies in
the field of defense, national security, priority plans issued by CSAT or C.N.I.

During the documentation and even before the research process itself, the question arose whether the
assessment of the cybersecurity level of the population reflects a sufficiently large extent of any aspect of
national security. Considering that, the presumption of innocence and the human factor - of confidence - was
at the base of the design and consolidation of the cyberspace, this evaluation is necessary. One of the former
presidential advisers on national security issues stated the following, "in national security policy you have to
manage those developments, those problems that can quickly generate national security crises, which in days
or even hours, endanger your territorial integrity, sovereignty, the safety of a large number of people. ” -
From this statement strongly based on facts, political actions and European history we understand that the
cyber area is extremely important in ensuring a high degree of national security.
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CHAPTER 11
MANAGEMENT OF THE INFORMATION CIRCULATED DIGITALLY

In the context of the thesis, information management is the result of managing the relationship between
the identification of vital information - centralization - analysis and synthesis to classify furthermore use it
for delivery to the decision-maker moreover to use it efficiently. Considering that the degree of performance
of the governance of an environment, even of the virtual one, relates to the quality, the veracity and the
moment of the information delivery - so we can say at the center of the information systems governance and
of the entire cyber area lies the information. Whether we are talking about the military, government or civil
sector, no matter what purpose is used, the information takes on a tactical and operational attribute
considerably.

The information, in any form it would be necessary to be identified, observed, extracted, analyzed and
processed to be able to assign a value for its use, which is why the relevance of information management in
electronic media in the context of the analysis field of security studies it is a vital one for both the beneficiary
and the corporate, industrial, governmental, political, diplomatic, senior governors or any state or non-state
actors whose decisions revolve around this information.

The need for a well-structured information system is felt in organizations where information is not only
sensitive, its dynamic attribute makes information that is not in electronic format more difficult to duplicate,
manage or archive; on the other hand, their alteration is, in any case, inevitable while a document in electronic
format (text, audio, video) managed according to the minimum security rules is not as vulnerable to these
risks. However, it should be mentioned that the volume of information increases exponentially and with the
technological progress, population growth and sources of information generation, therefore the information
has a different rthythm of generation, propagation and dissemination, which is why we must pay greater
attention to its verification without you reach the uniqueness and the generating factor.

The questions from which the answers will result in possible solutions to the current situations of the
contemporary organizational system regarding information management are the following:

* What does the organization represent from an informational point of view?

» From the perspective of risk management, the vulnerabilities, the risk variables and the implications to
which information systems are subjected to and within the organization?

* Is the need for a reorganization of security and information management in an organization something
that we should pay attention to?

The organization represents a dominant entity in all sectors of society, as a form by which the collective
energy is combined with the aggregated individual skills, for the achievement of most categories of economic
goods. Thus posed the question of definition, it can be stated that "an organization is a group of people who
act in a correlated way to reach a common goal". In the context of the sustainability and governance of the
management system, we find ourselves in a dynamic sector, sensitive to changes, contextually some
organizations appear, others disappear, some merge, others diminish their weight while others grow rapidly,
and others struggle to survive. Virtual organizations have emerged that are set up in the form of fast
communication networks mediated by new IT technologies. But even so, due to the diversity-generating
sources, the survival time of an organization in shape, size and profile has been reduced considerably, after
some estimates at 5-10 years.

The character of the information should be treated according to its dependence on the temporary factor
such as: planning, actuality, frequency and time of time in the form of the information as well as the clarity,
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granularity, sequentiality, the mode of presentation and the support on which the information can be
delivered. In terms of content, information should be noted for accuracy, relevance, completeness: brevity,
objectivity and performance.

The value of information, data, as well as the costs and benefits resulting from its processing become
more and more transnational. The information represents in any field of activity - academic, research,
innovation, industry, local or central administration, government, legislative, national security, etc. - an
undeniable resource of high decision-making power, often of unquestionable and invaluable value, often
supplemented by storage and processing systems that can provide a certain advantage in managing sensitive
events or closed or open conflicts.

From the analysis of risk management in contemporary organizations in relation to the resident
population in Romania and active in the field of work, we can observe a lack of cybersecurity culture, which
is why security incidents and cybercrimes are so common and have such a great impact on both individuals
and organizations. Continuous training on the specifics of information protection and defense against risk
factors is undoubtedly one of the first needs of the organization. The quality and existence of a community
of information security elites in any organization are imperatively needed to cover the second fundamental
level of human need, particularly security, which is nowadays largely represented by the cyber area. The
creation of inter-human relations through communication, consultation and collaboration between the
management and the execution area in the organization increases the confidence level of the security system.
Failure to meet the primary logistics needs of the security system (equipment, audit, management, research,
security studies experts and security engineers) leads to an information collapse. Due to the ongoing
evolutions of the cyber world for better governance, a permanent updating of the national and international
legal framework is needed.

Based on the need for the good governance of the information system and especially of the information,
to obtain the most effective and good decision - especially in the context of national security - we observe
that there is no room for error, even from the government sector. And yet whether we are talking about so
many nations, federations, unions or other supranational forms, we must take into account that any state
needs to be sovereign or sovereign within the alliance. The primary resource with which it is working, for
the moment, is the human resource, which is why the information can be slightly altered (directly or
indirectly). Due to the limitations of the human resource, due to the lack of human processing capacity, new
intelligent processing systems have been developed - we find in this sphere of interest and research:

- automatisms and mechanisms based on artificial intelligence with extraordinary processing
capabilities, which has no human reason and emotion;

- machine-learning systems based on previous processes (success/failure) called artificial intelligence
and its sub-dimensions such as the concept of "machine learning" or "deep learning";

- systems established with the help of which functions of processing and prediction can obtain the
best results for the management and the organizational progress, which each time is quantified in
financial resources.

Security policies take different forms, depending on the "good" that needs to be secured, its actual value,
the "purchasing power", the owner and the beneficiary of the information, the interests and the effects of its
dissemination in certain areas of interest, mentioning that the effects are usually measured in economic,
financial or power dimensions.
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The novelty elements presented in this chapter are given by exposing the need to conceptualize a new
framework for analyzing and governing material and cyber resources for good governance of the cyberspace
with the help of the elites formed in the newly created niche sectors. To reinforce this vision, I consider the
theory of changing primarily applicable in the area of international relations research related to this new
virtual area emerged and whose effects in the area of governance of the information sector cannot be ignored.

The theory of change is a key element in the progress of all sciences, which is why it must be adapted
to the new contemporary digital information context. Theory of change and the cybernetic area are two of
the most important elements of the new era - whether it is quantum or something more.

International relations is one of the areas in which Theory of change is applied in two forms, namely in
a controlled form based on interdependencies or in an imposed form, either supranational or based on the
international or global context.

In this sense, it is confirmed that good governance is based on the applicability of the theory of change
in a supranational context with the preservation of state sovereignty and alignment with the group vision.
This theory even defines the balance of realism - supranationalism.
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CHAPTER III
THE GOVERNMENT OF VIRTUAL SPACE IN THE CONCEPT OF REALISM AND
SUPRANATIONALISM

In the current geopolitical and international security context, influenced by the cyber area that lacks
tangible borders, political realism acquires a completely different definition - the paradigm of realism is
partially changed. However, to be cautious about claims of such magnitude, I believe that an interpretation
of realism is needed, taking into account the influences of the progress and innovation of contemporary
technology and the cybersecurity paradigm in the context of the national and federal government or even
global.

In order to be able to analyze realism in the context of the governance of international relations, there
is a need to understand the concept of realism as a defining term for the theory that supports it. Therefore,
knowing that international relations also represent the inductive study of the interactions and reports of state
actors to non-state actors, we consider political realism as one of the main theories that try to explain the
relations between them, that is between states. In an attempt to explain the international relations between
states in terms of power, political realism brings forth concrete and adapted arguments on the capacity of
self-governing states.

Important terms in the context of realism

In the context of international relations, the term power is, in principle, represented by the ability of
one state to convince another state in making decisions that it would not normally or naturally take or the
power of a state to stop internal or external actions of another state, actions that it naturally wants to exercise.
A defining aspect, in this case, is the "imposed" power of some states on the decisions of other states
irrespective of the influence and internal pressure of the state on which the international political power
manifests itself.

The assumptions of realism

We want an understanding of the mechanism of governing the cyberspace from the perspective of
national security through the concept of realism and supranationalism. Following the hypotheses listed
above, some correlations can be identified between the type of EU governance concerning the Member States
and with non-member but partner states. At the same time, it is very easy to see how states are struggling to
maintain a balance between maintaining their sovereignty in federal construction and at the same time trying
to align themselves with the common goals and vision.

For example, in the context of realism and liberalism, sovereignty can be defined by the quality of the
main attribute of the state where, this implies the idea of territory, population and an efficient government
and of course, if we consider the three constituent elements of the state, it can be observed that this definition
is unanimously applied by all 193 member states within the UN. Currently, two interpretations of sovereignty
are disputed, namely state sovereignty and national sovereignty.

Balance of powers

Taking as an example sports performers who possess physical qualities that most people do not have or
by observing the intellectual resources that geniuses have, we can understand why not all countries have the
natural capacity to become strong enough to stand on their own or to stand on their own to impose in the
international relations sector.

And in the international relations sector, there are states or non-state actors that bring potential risks to
the national security or to the integrity of the alliances in the international arena, they rely almost every time
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on highlighting the ratio of forces and implications brought about by their value on the international relations
"market".

Under these conditions, a state that does not have the resources to oppose it can appeal, according to the
supporters of the current of realism, to the principle of balance of powers. This brings to the fore the
possibility of empowering the resources of one or more states to balance the power of one or more states to
harmonize a state of equilibrium.

Cyber power in the context of contemporary realism

Power is a defining element, essential even for realism, because it can ensure the independence and
survival of the state in a self-governed and self-sufficient environment. As Morgenthau states "whatever the
ultimate goal of international politics, power is always the immediate goal'. Often the supporters of realism
relate power with an essential state resource such as natural resources, industrial capacity, military strength
and the population of a state. Cyber power is defined by Nye as "the ability to achieve discounted results by
using the resources of interconnected information systems in the cyber sector", and the potential of this kind
of power to transform or redefine conceptually but also international relations has become a prominent debate
in the field at a global level. Although we can see, the absence of a theory on cyber power in the realist
literature does not stop the realism in developing a broad study framework in which to generate various
hypotheses of power distribution between state and non-state actors in the virtual sector as well as in the way
which is dealing with cyber conflict from the perspective of realism.

Neorealism and the distribution of power

Like many other theories, realism has evolved. Neorealism, also called structural realism, focuses more
on the structure and distribution of power in the international system than on the power characteristics of
individually perceived states. A key concept in neorealism is that of polarity, which describes the power
structure of the international system. You can think of a pole as a state that is a center of power that attracts
others in its sphere of influence, just as the pole of a magnet attracts metal casting or the gravity of the sun
draws the planets into orbit around it.

One of the long-term debates was that of a possible multipolar, bipolar or unipolar power configuration
to find its balance and management in creating a more peaceful world.

The distribution of such capacities between states is considered to have significant implications for the
stability of the international system, especially from the perspective of national security.

Applied realism: cybersecurity

Realism has long been and still is a dominant paradigm in the system of international relations, well
defined but in some dilemma regarding the cybersecurity sector that is developing. This new area presents
a revival of the perspectives influenced by realism, with a visible focus on security and competition, on the
redistribution of power, on the advantage of the offensive on the defense and the benefits of the deterrent
strategies, thus offering an opportunity to evaluate the role of realism in these unspoken debates*.

The theory of realism, having as a general concern, the issue of security and the factor of national power,
seems to be one of the preferred perspectives and tools in the process of analysis on understanding conflicts
in the cyber sector in the context of international relations. Realism remains a relevant framework for

2 Morgenthau Hans J., ”Politics among Nations: The Struggle for Power and Peace”, 1949, New York, Ed. Alfred A. Knopf, p.13,
https://archive.org/details/in.ernet.dli.2015.74487/page/n35, accesat astazi 29.11.2018.

3 Mearsheimer John Joseph, International Relations Theories: Discipline and Diversity, “Structural Realism’
Dunne, Milja Kurki, Steve Smith, Oxford, Anglia, 2006, Ed. Oxford University Press, pp.71-88.

4 Anthony J.S. Craig, Brandon Valeriano, ,,Realism and Cyber Conflict: Security in the Digital Age” Ed. E-International Relations
Publishing, Bristol, Anglia, 2018, p.86.
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identifying important cybersecurity issues and can sometimes provide useful insights into some of the
features of international relations. However, realistic conflict theories are often not sufficiently relevant in
explaining the unique dynamics of cyber conflict or in creating an objective conflict forecast.

Cyber weapons race as a result of contemporary realism

As for the reports in the media about a possible cyber weapons race, these are becoming more frequent,
and this tendency of militarization of states in the cyber space is obvious. Clear signs of arming are also the
emergence of new military organizations or forms of military organization in the state armies, the elaboration
of cyber doctrines and strategies in the military sector, the increase of budgets in the sector of cybersecurity
development and innovation, as well as the engagement of cyber "warriors". We can create an overview of
the development area in the cyber sector only regarding malicious programs such as "Stuxnet", which was
developed in the highest secret and used exactly in the idea of reaching the realistic goals of a country
regarding another state. which was a global insecurity generator. We can say that this new type of "product",
although intangible, extremely dangerous, the cyber weapon can enter the military arsenal of a country.
Besides, a significant number of specialists, journalists, observers, or state security reports provide empirical
evidence that demonstrates an interrelated relationship between cyber sector development and other states'
perceptions of a possible cyber threat as well as generating a competitive spirit between states>.

Analysis of the cyber (in)security spiral in a contemporary context

At this moment there are more or less diplomatic discussions that have as their main purpose the nuclear
disarmament, coming precisely from objective reasons supported by the realistic ideology of the states, with
results less favorable in the global interest and favorable to the few. The question that naturally arises is about
the existence or modality of digital disarmament of a country.

In this hypothetical context, of the need for digital disarmament of a nation state, what are the
implications and what is the size of the collateral damage brought not only to the government sector but also
to the civil sector. If the size of a country's nuclear disarmament is military in nature and unlikely to directly
affect the civilian sector or the public-private sector, in the context of a digital incapacity or disarmament,
the symptoms will be felt in the inverse relationship among the population.

Theorizing the offensive-defensive balance in the cyber sector

When the advantage lies with the attackers, the great powers are strongly challenged to increase their
offensive capabilities and to seek ways of territorial expansion or power through new strategic alliances to
consolidate their position, otherwise, they risk to identify in a defensive position what is not desirable because
the pressure and risk of being attacked is imminent. It is considered that the factors given by the technological
evolution define the defense-efficiency balance and offer new perspectives. For example, it is said that
technologies to improve mobility in the five major areas (terrestrial, maritime, air, cyber and cosmic) favor
attackers, while technologies that increase and optimize firepower strengthen the defense sector, making it
more durable and efficient. The theory has been applied to define the possible onset of conflicts or the absence
of wars during history.

The theory of offensive-defensive balance has been completely reconceptualized due to the emergence
of this new area where the applicability of this theory was possible. The reconceptualization was due, in
particular, to the non-territorial nature of the versatile and binary code-based cyber technologies to the

> Anthony Craig, Brandon Valeriano, ,,Conceptualising cyber arms races”, 8" International Conference on Cyber Conflict
(CyCon), Ed. NATO CCD COE Publication, Tallin, 2016,
https://www.researchgate.net/publication/305871947 Conceptualising_cyber_arms_races, accesat astazi 06.12.2018.
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detriment of fire ammunition, which strongly replaces the need for mobility and firearms capability in the
other four real spaces.
Supranationalism
Understanding the supranational term as an ideology opposed to realism is, in my view, an erroneous
and devoid of rational foundation. Supranational bodies are given greater powers and authority over certain
aspects of the union and the member states of these unions, but we must not omit the purpose and goals for
which these states joined these unions. ,,Through their forces, the states certainly could not deal with certain
problems or even more so they could not effectively manage or manage them under the progressive
conditions of the unions such as the European Union or the desired model of the United States of America.
In the case of Romania which has the status of a member country of the European Union, we can say that
the strategy and the process of European construction are based or even begins with the strengthening of
national sovereignty. Whatever the case, the national project cannot under any circumstances be opposed
to the European project”™.
If we do a brief analysis of the EU, starting from the previous premises, we can say that it is a
supranational organization that has con-federalist elements (treaties, a Council of Ministers, which has
legislative and decision-making powers, the Council, the main political authority, the rule unanimity in the
decision-making process) the federal ones (common citizenship, single currency, the primacy of Union law
vis-a-vis the law of the Member States, supranational institutions, etc.).
To become a federal state, the European Union needs a Constitution. ,,’
Forming this federation of states, the European Union appears, which is suddenly endowed with the
entire arsenal of the supranational body.
Supranationalism and cybersecurity

The experts and strategies in the field of information security agree that the critical infrastructures and
the command and control systems of the industrial sector / SCADA, represent from an economic perspective,
the backbone of any modern or contemporary country. Groups of professional hackers and even some states
through their specialized structures have focused on attacks on critical infrastructures to sabotage,
decommission or, in some cases, to neutralize them. One such case was identified in 2018, when Israeli
intelligence services using a similar but more complex Stuxnet malicious program extracted data on Iran's
critical and nuclear infrastructure, precisely using President Hassan Rouhani's cell phone, occasion where
the location of the nuclear archives, as well as the deposits of nuclear materials, were exhibited before the
General Assembly of the United Nations on September 27, 20188,

History of cyber attacks

To be able to state the need to govern a particular space or domain, I consider it necessary to know it,
and how it can be better known if not by drawing up an itinerary, history or even a route of events that
brought this need to govern space or domain, where the actions have taken place and are still propagating.

As a result, the first media outlet, suspected of being a cyber-attack, on critical industrial infrastructure
was in 1982 when the Trans-Siberian gas pipeline exploded where it is alleged that the explosion was
triggered by a Trojan that activated by installing it at the control system.

6 Prof. univ.dr Adrian Liviu-Ivan, Conferinta ,,O Europa mai sigura”, Universitatea din Oradea, Oradea, 15.01.2019.
7 Ivan Adrian-Liviu, Transylvanian Review of Administrative Sciences, Vol.4, Nr.22, ,,Governance and “European Constitution”,
2008, p.79, http://rtsa.ro/tras/index.php/tras/article/view/382/372, accesat astazi 30.04.2019.
8  Consiliul  European, Consiliul  Europei, Adunarea  Generali a ONU, New  York,  27/09/2018,
https://www.consilium.europa.eu/ro/meetings/international-summit/2018/09/27/, accest astazi 14.02.2019;
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Stuxnet, another computer worm with extraordinary capabilities, discovered in 2010, has managed to
infect the most secure Iranian nuclear installations using a physical device - an external flash drive such as a
USB flash drive. With this installed computer worm, we managed to change the speed parameters of the
rotors of nuclear reactors. Following a detailed analysis, it becomes apparent that with a knowledge of the
equipment and technologies used, even today, appropriate solutions can be created and tailored to the exact
needs of the attacker.

Cyber-attacks against critical infrastructures receive credit and their value or the resources of their
services is destabilized. The so-called "cyberwar" has now become a somewhat intrinsic part of international
conflicts. All the more so because of its undetectable nature and the potential to cause physical damage
without detaching human or mechanized military forces, it is by far a favorite method of attack, increasingly
common.

Without analyzing the "black figure" of attacks on critical infrastructures of any state, I can say that there
is a growing need for cybersecurity specialists to identify and manage not only security breaches and
persistent or hidden attacks.

Even today, although the problem has been publicized, the employees of the military sector use
equipment and applications, which have the capacity not only of geo-localization but also of being used
remotely or intercepted to follow the activity of the detainees and those with whom interact. It is not a singular
case and it is not just about the Romanian, American military personnel, etc. One of the most sensitive cases
is given by the conspiracy of secret military bases, the routes followed by their personnel and their identity®,
and another case is similar but with data not so sensitive would be that of the military base from Deveselu
where it is US missile shield installed.'”

As for leaking information from smartphones, this gap is especially given by the use of applications that
provide this opportunity, as a result, the data collected from smart communications equipment are in a
proportion of 63% mobile phone numbers and a 37% number of device locations. With these meta-data are
collected email addresses, bank details, users and passwords. By 2020, the total number of passwords used
by automated systems and users will reach ~ 300 billion.

Forecasts show that cyber-attacks on the medical industry will multiply by 400% and organizations will
generally fall victim to "ransomware" cyber-attacks at the rate of one organization every 14 seconds and the
costs of these types of attacks, estimated in 2019, are of ~ $ 11.5 billion.

In the security context of the European Union, a new element of novelty appears in 2013. The EU's
cyber policy, to ensure a level of resilience equidistant, real and equal at the level of the Member States,
brings to the fore the need to harmonize the legislation oriented on cybersecurity and resilience. Following
these tumultuous common interests, the European Commission issues a Joint Communication to the
European Parliament, the Council, the European Economic and Social Committee and the Committee of the
Regions, "Cybersecurity strategy of the European Union: an open, secure and secure cyberspace"!.

As a result, the European Union is committed to ensuring and reinforcing the efforts of the member
countries in this matter and to provide their citizens with access to the Internet resources on a large scale,

9 Harta Interactiva STRAVA, Baza Militara de la Deveselu, Jud. Olt, 03.05.2019,
https://www.strava.com/heatmap#14.04/24.38239/44.07120/hot/all, accesat astazi 03.05.2019.

10 Harta Interactiva STRAVA, Baza Militara de la Deveselu, Jud. Olt, 03.05.2019,
https://www.strava.com/heatmap#14.04/24.38239/44.07120/hot/all, accesat astazi 03.05.2019.

11 Comisia Europeana, ,,Strategia de securitate cibernetica a Uniunii Europene: un spatiu cibernetic deschis, sigur si securizat”,
https://eur-lex.curopa.eu/LexUriServ/LexUriServ.do?uri=JOIN:2013:0001:FIN:RO:PDF, accesat astazi 22.04.2019.
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provided that they ensure the integrity and security of the virtual space and from that perspective the more
offensive and resilient attitude to malicious or criminal acts in the cyber sector.
Supranational elitist governance over the cybersecurity sector

The cyber elite is further represented both by the undeniable and desirable capacities of the people
active in the professional environments in their diversity as well as its proper function with an advisory role
or decision in a problem of information security. The necessity of this concept, elitism, in the area of
governance of the information sector, is not only a real need as the states must fulfil their needs and fulfil the
primary objective, to protect the territorial sovereignty, from a jurisdictional, geographical point of view and
virtual. The decision-makers, in all their nuances, such as the political, financial and why not, the
self-declared, recognized or anonymous decision-makers but which have a certain impact in the area of
forming public opinion, can take the highest decision-making in terms of societal elitism concerning the
impact they have on society and national decision-makers (no leaders of non-governmental organizations,
civil associations, professional associations or religious communities).

Organizational chart of cybersecurity sectors in cyber space

The regulation of cyberspace in the international space and implicitly in the national space, and the
application of the law can not be neglected as soon as the cyberspace is a common (virtual) area of security,
freedom and economic prosperity. The possibility of a solution to be implemented for the peaceful solution
of the cybersecurity dilemma and avoiding the collision between the need for over-security, "and to obtain
more rights and freedoms in the cyberspace would be that security, freedom and economic prosperity in the
virtual environment be universally recognized as fundamental rights of users equally. In principle, optimal
governance in cyberspace will be achieved when there is an easily identifiable analogy between the level of
security, freedom and prosperity in cyberspace.”'?.

The domain of cyberspace security governance is supported by nine main pillars, namely: Security
Architecture, Security Operations, Cyber Governance, Risk Management, Security Education, Continuing
Vocational Training, Security Intelligence, Rules and Standards, Physical Security.

In the current geopolitical and security context in which Romania holds the status of EU member state,
I can strongly and confidently say that the progress of the EU in the light of supranationalism is bearing fruit,
and the member countries are naturally aligned. It seems that the EU supranational bodies are receiving
increased attention from the Member States, and in the last year there has been an increasing discussion of
the emergence of an EU army, which should consist of the military resources of the states throughout the
Union. In this context, I see fit to readjust the elite theory and the security decision in the act of governing
the cyberspace, oriented to technological progress, research and innovation and development of security
systems.

12 Tulian Popa, Teza de doctorat, ,,Securitatea si guvernanta spatiului cibernetic contemporan”, Universitatea Babes-Bolyai, Scoala
doctorala ,,Relatii internationale si studii de securitate”, Cluj-Napoca, 2015, pp.133-134.
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CHAPTER 1V
DIPLOMACY IN THE CYBERNETIC SPACE

Certainly, a mere affiliation with a certain political actor on social platforms such as Facebook or a
"tweet" with bits of information can lead not only to the instability of a stock price but to the economic or
security instability of a country.

In Romania so far, we have not identified an analysis of this topic, which is why the novelty elements
are given by studying both digital and cyber diplomacy concerning the new context of national, European
and non-global security. The development of the subject has led to the understanding of the new diplomatic
tool with elements related to the cyber area and its use concerning the respect and further application of the
traditional diplomatic protocol.

The emergence of public and digital diplomacy was determined by the entry of new actors, both
governmental and non-governmental in the international environment, by the development of a new
international security agenda and facilitated by the new information and communication technologies. All
these are important tools that make their contribution felt in support of broader diplomatic strategies.

Digital diplomacy must get rid of the "obscure" label currently in the cyber area and cultivate its own
culture with a well-established and balanced role in the science or art of diplomacy. Digital diplomacy needs
to focus on areas where it can support broader diplomatic strategies - public diplomacy, networking,
information gathering and knowledge management, conflict resolution and mediation - and the evolution of
online technologies and platforms and tools that can deliver the most effective results. Existing social media
will continue to play a role when used innovatively and creatively, but diplomatic actors should not depend
on them. This should include online platforms that promote more intensive use of scenario building
techniques, simulation and adaptation of online activities (games, interactive textbooks, etc.). These new
tools in the digital diplomacy arsenal will weigh heavily in favor of non-governmental organizations and
other civil society groups and communities.

At European level, Romania is highlighted by a pro-active diplomatic participation in the regulation,
cyberspace such as the case of the Committee on Employment and Social Affairs and the framework of the
Commission for Civil Liberties, Justice and Home Affairs of the European Parliament, where Romanian
diplomats and members of the European Parliament were designated as rapporteurs of the different political
groups, for the file on the Digital Single Market. The "Digital Single Market" act is a very technical
document, and given the Commission's competence, the members were recruited within it, who made their
contribution focused on the subject of combating illegal content, in any form on the Internet but also on the
protection of personal data. Opportunity with which the opinion was requested through "pro-bono"
consultancy forms by some specialists in the field. I took part in this working group, where I contributed
relevant and particularly useful information regarding the European Digital Single Market report.

Deeply grounded in threats to the security of the union and alliance (which is becoming increasingly
fragile), increasingly common, complex, destructive and coercive, dealt with through a persuasive diplomatic
policy based on military power and often economic alliance, the states are in a position in which they have
to assume a new set of rules, policies and procedures. This new form of diplomacy by far different from
traditional diplomacy based on human relations is one based on managing the power and security of
information in the cyber sector to the same extent as the ability of the entire union, alliance and nation to
maintain and protect their core values.
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CHAPTER V
INFLUENCES OF A EUROPEAN UNITARY POLICY ON THE SECURITY OF ELECTRONIC
INFORMATION IN THE CURRENT GLOBAL GEOPOLITICAL STATE

Studying the implications of digital diplomacy and cyber diplomacy naturally leads us to the need to
deepen the influence of European policy on electronic information security in the current global geopolitical
state. The first aspect that stands out is the contribution made by the Romanian Presidency and the
governmental staff (MAI, MAE, MECT, etc.) within the EU as well as the partner states with which our
country collaborates.

Romania brings to the foreground, through the official presentation of the Ministry of Foreign
Affairs, a statement stating that the official has taken attitude regarding the new trends by adopting the
Cybersecurity Strategy of Romania and the MFA actions regarding cybersecurity at a national level, and
internationally by the existence of the European Union Directives such as Directive 2016/1148 on measures
for a high common level of network and IT security in the Union (entered into force in August 2016).

Cyber resilience can be described as the ability to continuously deliver the desired result, despite
adverse cyber events. This ability can be considered at different levels, where each level brings unique
challenges, methods and types of conceptual controls concerning cyber resilience. Therefore, the ability to
continuously deliver the desired result refers not only to a nation, but also to an organization or even a specific
IT system. However, for cyber resilience to be effective, it must be addressed holistically, on multiple levels
and in parallel.

Cybersecurity transcends the conventional understanding of the specialized literature in the field of
national security concerning international relations. The security dilemma, in this case, is directly caused by
the cross-border character of cybercrimes and the need for the cooperation of states through its specialized
bodies in the international spectrum. The specialized expertise in the cybersecurity sector and non-state actors
in the private sector is required for the help of these bodies. By focusing our attention on the typology of
cyber-attacks, we can see that the first response to such attacks comes from the target or victim. Therefore,
the general security sector has been privatized all over the world, only the national security being deprived
of the eyes of non-state actors.

In order to express this relationship and the capacity for interdependence as coherently as possible, it
is necessary to observe at each level of cyberspace governance the challenges, methods and types of unique
conceptual controls concerning cyber resilience, understanding the ability to permanently deliver the desired
security outcome that refers to an alliance, a nation, an organization or even a specific information system.
As it has been found, for cyber resilience to be effective, it must be approached holistically on all existing
levels and in parallel.

The elements of novelty are brought by the analysis of the problem of cybersecurity from the
perspective of the supranational bodies through the international entities of profile and the involvement of
Romania as a proactive member in the field, context in which we conducted a comparative study of cyber
resilience and cybersecurity to understand Romania's position in relation to the European Union - EU, North
Atlantic Treaty Organization - NATO, COUNCIL OF EUROPE - CoE Organization for Security and
Cooperation in Europe - OSCE.
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CHAPTER VI
CASE STUDY - CULTURE OF CYBERSECURITY IN ROMANIA

In an overwhelming proportion, almost everything we do, every day, is connected by the cyber
domain through modern communications equipment. This phenomenon is the result of technological
progress in the sector of communication and information technology.

This extraordinary result of modernization, of technological progress, "digitalization" is a central and
necessary element of the process of understanding this new age, of globalization. In the same vein, we can
say that the democratization of technology is the promoter of globalization of production. I say this because
one of the things pursued in this case study is the level and implications brought by the use of modern
technologies (hardware and sofiware) on the personal, social and professional life of the population of
Romania in 2016-2018.

In order to be able to make a statement in the academic environment, in the context of scientific
research and to a greater extent in the context of national security, it is necessary to have a knowledge base
from which to start a discussion and based on which to argue your exposure. As a result, this last chapter of
the thesis is dedicated exclusively to the study of the factor called "cybersecurity culture" concerning the
topic of the other four thematic chapters (chapters II - chap. IV), to validate and invalidate the hypotheses
and to answer to the research questions proposed in the introduction.

The statistical analysis of the cybersecurity culture of the resident population in Romania was also
obtained from open sources of information. Of course, such analyses can be made by collecting, evaluating,
verifying and centralizing the data from the communications and reports issued by the manufacturers and
suppliers of cybersecurity solutions, CERT-RO, the National Institute of Statistics and other national or
international bodies. Last but not least, niche researches focused on providing statistical assessments and
exposing or resolving security issues in general. As a result, referring to the latest Statistical Briefing of the
INS of 2018 we can realize that in the present paper we refer to a final sample of 5,446 persons out of a total
of ~ 7,600 questionnaires, which represents ~ 0.03% of the 19,644,350 persons who is the estimated number
of resident population in Romania for 2017.

The survey

We start from the consideration that a real, faithful and granular evaluation of the level of
cybersecurity culture in Romania cannot be generated only by applying interviews among the elites (experts,
specialists, analysts, teachers, consultants, etc.) that it works in the cybersecurity sector or the
decision- makers or the public / private sector profile institutions. Such an approach would probably generate
an assessment of the level of professionalism in relation to the people evaluated in relation to the positioning
on the market of the organizations to which they belong, but in no way would they mirror the level of security
culture.

Motivated by the considerations set out above and the need to answer the research questions proposed,
I considered it appropriate to apply the questionnaire method. The questionnaire is the result of three
validation stages. All three forms were subject to analysis in a specialized commission. The persons identified
in this commission were chosen on the principle of expertise in the field of specialties practiced by them,
namely a sociologist, a psychologist, an expert in national security and an expert in statistical studies.

In order to validate it and to give it a form, the questionnaire was applied to a number of ten specialists
in the information and communication technology sector. They unanimously suggested that there was a need
for concrete and sufficient technical questions regarding the level of knowledge in the IT&C field to be able
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to evaluate the level of knowledge of the communication and information management technology in the
virtual environment.

A second form was given after another set of 10 questionnaires were applied to experts in the legislative
sector who commented and highlighted a need to emphasize cybercrime issues, increasingly identified in the
virtual economic sector and beyond.

The third stage of updating and validating the questionnaire questions was marked by the statistical
evaluation, which was carried out under the close supervision of the Department of Psychometrics and
Statistics within the Faculty of Behavioral and Social Sciences of the University of Groningen, with the help
of the resources to which I also completed the statistical study of the applied questionnaires and which guided
me step by step until the completion of the statistical study.

Statistical analysis

The data centralization of the questionnaires applied extended over a period of about four months. In
the first three months, the data from the applied questionnaires were introduced, which were in paper format.
For reasons of authenticity and veracity of the data used in this study, original questionnaires are kept for an
indefinite time. Predominantly, the quantitative analysis was at the basis of the qualitative analysis, using at
that time the specialized literature and the specialized computer applications in this regard. Regarding the
interpretation of the data to obtain a conclusive result in the qualitative analysis, the study and the experience
accumulated during the three years offered the expected result, by understanding the degree of a security
culture that the resident population in Romania has. It is worth mentioning, regarding the research questions
of the thesis, in this context is the fact that this analysis represents a new research possibility, an area of major
interest and obtaining a vital indicator on the "barometer" of the cybersecurity culture, of course for the
national security.

This process involved identifying and excluding duplicate cases from the database, identifying and
excluding cases that contain logically impossible or improbable answers (for example, users who declared
that they were 0 years old or spend more than 24 hours a day using technology), identifying and excluding
the answers of participants too young (less than 14 years old) or too old (over 70 years old) for this study,
and identifying and excluding cases with high rates of missing answers (for example the cases with no answer
for more than 80% of the questions).

To be able to analyze the data consistently, using the same statistical test to analyze the answers to
all questions, the numerical variable "age" was transformed into a categorical variable. In this regard, users
under the age of 20 were listed as "young", those between the ages of 20 and 60 were listed as "adults", and
those over the age of 60 were listed as "the elderly".

Because almost all the questions in the questionnaire used generated nominal data of type through
answers of type YES / NO or of ordinal and scalable type (for example, the assessment of the importance of
computer security on a scale from I to 5), the main analytical strategy we have used was the frequency
analysis. The purpose was to determine if there are significant differences between the participants regarding
the variables of interest in this study, an example would be the one in which we quantify the extent to which
the Romanian users consider digital technology to be important. We also set out to determine if there are
associations between certain aspects evaluated in this study, such as the extent to which users have been
victims of computer crimes in relation to certain issues related to computer security.

The appropriate statistical test for frequency analysis is the so-called chi-square test, Pearson y2. This
statistical test can be used to determine whether there are statistically significant differences between
observed and theoretical (expected) frequencies within one or more response categories.
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All statistical analyses were performed in the R programming language for statistical computing; R1
Core Team, 2019 and SPSS2 v.25 (R programming language for statistical computing; R'3 Core Team, 2019
ans SPSS'*v.25.

A total of 5,446 people participated in this study voluntarily, in scheduled meetings, face to face,
completing the questionnaire. The answers of 52 participants were eliminated from the final analysis of the
data because they stated that they were under 14 years of age or older than 70 years. Therefore, for the final
analysis of the data, the answers of 5,141 participants representing approximately 94% of the original sample
were used. Of these, 3,254 (63.3%) participants provided complete answers to closed-ended questions.

The analysis of the incomplete answers shows that the most missing data (12.5% of the total
participants) correspond to the question "Have you ever attended courses in the computer field?", followed
by the question "Have you ever been a victim of cybercrime?" with 7.4% missing answers and the question
"Do you consider that Romania is ready for a possible wave of cyber-attacks?" with 6.7% missing answers.

The distribution of participants according to gender was given by 53.8% female participants, 46.2%
male and 1.5% did not declare gender.

The age of the participants has an asymmetrical distribution to the right, being represented by a
median of 23 years, and 75% of the participants are under 35 years. A 2.2% of the participants did not declare
their age.

Regarding the environment of origin of the participants, 29.3% of them come from the rural area and
70.7% from the urban area. 6.6% of the participants did not declare their environment of origin.

At the same time, according to the social status, the participants are distributed as follows: students
(45.0%, respectively 41.9%), employees and freelancers in similar percentages (5.3%, respectively 5.2%),
2.6% unemployed and no retired people. A percentage of 1.8% of the participants did not declare their social
status.

Analysis of the Digital Competences of the Romanian Users

The digital competences of the Romanian users were evaluated through a set of 7 questions that
concern aspects such as the level of digital skills, the type and purpose of the digital equipment used, the
time spent using digital technology, as well as the perceived importance of digital technology. Time spent
using digital technology is considered an indicator because it is related to the degree of vulnerability and
risks associated with online platforms or the use of computer resources. Of course, this time of use of
technology offers a perspective, on the degree of expertise and adaptability to virtual environments, reporting
and even dependence on it.

It was also evaluated the extent to which digital competences are associated with socio-demographic
variables such as gender, age (young people under 20 years, adults between 20 and 60 years, older people
over 60), environment of origin (urban or rural) and occupation of participants (student, employed student,
contractor/freelancer, or unemployed / without occupation). The results of these analyses are presented in
the following paragraphs.

Since most security breaches are due to either the lack of digital skills or the lack of security culture,
it is considered appropriate to know the user's self-perception regarding his or her level of digital skills.

13 R Core Team (2019), ,,R: A language and environment for statistical computing”, R Foundation for Statistical Computing,
Vienna, Austria, URL: https://www.R-project.org/, accesat astazi 19.03.2019.

14 IBM Corp. (2017), ,,JBM SPSS Statistics for Windows - Statistical Package for Social Sciences”, Version 25.0, Armonk, NY:
IBM Corp, URL: https://www-01.ibm.com/support/docview.wss?uid=swg24043678, accesat astazi 19.03.2019.
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During the meetings, after completing the questionnaire, I often asked clarification questions. These included
"Do you think you are sufficiently prepared for the technology used?", and the answers were mostly
affirmative. These clarification questions were also asked to cross-check other questions from the content of
the questionnaire applied, such as "Have you ever been a victim of a cybercrime?" or "Do you have online
accounts that you use with someone else?". This often resulted in the fact that the level of self-perception
about the degree of digital competence or the level of security culture is wrong.

Regarding the declared level of participants' digital skills, more than half of them have an average
level of competence, and about one third have a high level.

Regarding the formal training in the computer field, 42.5% of the participants attended specialized
courses and 57.5% of them did not attend.

Thus, of those who attended training courses in the computer field, a high percentage are students
(48.7%). Also, significantly fewer are self-employed (24.2%), unemployed or unemployed (17.1%) who
have taken such courses. Therefore, attending courses in the computer field is associated with an advanced
level of digital skills: 49.0% of those who have attended such courses have an advanced level of digital skills.
In terms of the number of hours spent using digital technology, on average the users in this sample do this
for 5 hours a day. A quarter of participants spend less than 3 hours a day using digital technology, while a
quarter is online more than 10 hours a day. Regarding the extent to which this time is spent in the online
environment, the data show that half of the respondents spend in the online environment between 50% and
100% of the time spent using digital technology. A quarter of respondents spend less than 50% of their time
in the online environment, while a quarter of them spend 100% of their time on digital technology in the
online environment.

The use of computer applications is practised in a proportion of 90% by Romanian users, the
difference being statistically significant and practically important.

The computer applications mentioned are Facebook, Microsoft Office, WhatsApp, Instagram, online
search engines, or various email services. The use of these applications is statistically associated with the age
of the users and their socio-economic status, but these associations are negligible. This suggests that
Romanians use computer applications to the same extent regardless of age, place of origin or socio-economic
status.

Regarding the importance of digital technology for Romanian users, 31.3% of them said that digital
technology is important for them, 30.3% said that it is quite important, and 26.5% said that it is very
important. The remaining 11.8% stated that for them digital technology is little or not important. The
perceived importance of digital technology in Romanians is statistically significantly associated with the
environment of origin and the socio-economic status of the users. Users who consider digital technology to
be very important come from the urban area in a higher percentage (20.5%) than we would have expected in
the absence of the association between variables.

The analysis of the correlation between the perceived importance of digital technology and the
socio-economic status of Romanian users shows that, among those who consider digital technology to be not
at all important, a higher percentage than we would have expected in the absence of the association are
unemployed or freelancers (23.2 %). As far as what is considered by digital technology to be of little
importance, most users, more than expected, are unemployed or self-employed (26.7%). For a greater number
of students than we expected (66.7%) digital technology is very important, and 33.9% of students consider
digital technology to be quite important, a higher percentage than we would have expected in the absence of
association of the variables. In other words, we notice that the perceived importance of digital technology
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differs depending on the socio-economic status of the users. Thus, most students are of high or very high
importance to digital technology, while more freelancers and unemployed than we would have expected
would be considered as little or no importance. A surprising fact is that students consider digital technology
to be very important at a significantly lower percentage (37.0%) and consider it to be little or quite important
at a higher percentage (33.3%) than expected. It is also interesting that there is no tendency among employees
regarding the perceived importance of digital technology, as their responses are homogeneous.

Regarding the type of digital equipment used, the most used equipment is the "smartphone",
corresponding to a percentage of 31.5% of the total answers and being used by 83.3% of the participants. It
is followed by laptop and computer (PC), with 28.6% and 22.2% of the total answers. Thus, 75.7%
respectively 58.7% of the participants use the laptop and desktop PC. The tablet is used the least (15.7% of
the total responses), a percentage of 41.7% of users using this equipment. 5.5% of users also use other
equipment, such as smartwatches, smart TVs, drones, or digital cameras. Data shows that, in general, digital
equipment such as the "smartphone", laptop, desktop PC or tablet are used by female and male persons in
similar proportions, but mainly by adults or young people, students or students, and people from urban areas.

Regarding the purpose of using digital technologies, the correspondents stressed that the purpose of
using these modern technologies is given by the desire and the need to use the media and contemporary social
channels, with 21.5% of the total answers and being chosen by 80% of participants. Monitoring the criminal
activities in the online environment in recent years, we have noticed that the vulnerability of the users of
modern technology is represented precisely by breaking the user accounts to obtain confidential information
and data, personal and unfortunately sometimes even classified.

70.5% of users use digital equipment for relaxation/ entertainment purposes, 67.6% use them for
informational purposes, 51.7% for correspondence, 50.8% use them for online purchases or services, 48.1%
use them for professional purposes, and 3.8 % of participants use digital equipment for other purposes. Table
no. 2 shows the percentage in which digital equipment is used for various purposes, depending on the socio-
demographic variables. Thus, most socio-economic and demographic categories use digital equipment
mainly for socialization, relaxation/entertainment, or for informational purposes.

Elderly people also use digital technology for correspondence, and students and employees do this
for professional and correspondence purposes as well.

A percentage of 46.1% of the users stated that they provided, by constraint, documents (67.7%),
passwords/access accounts (27.7%) and/or confidential information (29.4%).

57.8% of users were notified, by phone or email, that they had won a prize/sum of money without
having participated in any contest or raffle. Of these, 83.5% opened the message, 14.6% responded to the
message, 8.1% followed the instructions in the message, and 13.8% deleted the message.

Some of the actions and characteristics described above are associated with the socio-demographic
variables and/or with the perceived importance of the users' IT security.

Surprisingly, of those who consider computer security to be very important, a larger number than we
would have expected (44.6%) subscribe to the different causes using the email address or declare that they
have received unsolicited messages by phone or email through who have been notified that they have won a
prize or a sum of money, without having participated in any form of competition or raffle.

Moreover, of those who receive such messages or emails, a larger number than we would have
expected open these messages even though they say that computer security is very important (49.4% of users
who attach high importance to open security the messages received which tell us that either they do not fully

20



Summary George M. Sinca

understand the notion of computer security or they carry out actions without reasoning the effects and the
risks they are subjected to. At the same time, most of those who open this type of messages are students.

Of those who support humanitarian or social campaigns with small amounts of money, a fairly large
percentage is given by students (45.9%) or employees and which gives high or very high importance to
information security.

Regarding the disclosure by the constraint of passwords/access accounts, the students present a higher
risk in this chapter, a percentage of 59.4% of those who stated that they were forced to divulge passwords or
access accounts being students.

More students (47.3% of students) and young people up to 20 years old (48.6% of young people) than
we would have expected have in their contact list people they do not know.

36.6% of the users have in their circle of friends people victims of computer crimes, and 17.8% of
the users were themselves victims of such crimes. Of the latter, 66.6% were victims of computer system
infection with malicious applications and programs, 35.2% were victims of personal data theft, and 32.5%
were victims of identity theft.

In general, a higher risk of becoming victims of cybercrime are users who: in their circle of friends
some people have been victims of cybercrimes, share aspects of their personal lives with strangers, entrust
personal data to strangers, provide copies of personal documents, offer or request help with the use of a bank
card, have online accounts that they use with someone else, receive messages by phone or e-mail that they
have won a prize or sum of money without having participated in any contest or raffle.

Asked if they think Romania is ready for a possible wave of cyber attacks, significantly more users
answered in the negative (63.9%).

Among the reasons listed are the lack of specialists and professional training in this field, the lack of
funds and the necessary infrastructure, the instability of the computer system or poor information about
computer security. Of the users, significantly more believe that it is important or very important to introduce
the study of computer security in the pre-university environment (65.7% of users) and the university
environment (72.9% of users). These responses are statistically significantly associated with a very high
perceived importance of information security, both in terms of introducing these studies in the pre-university
environment and the university environment.

Among the reasons why users think it is important or very important to introduce the study of
computer security are to protect the identity and personal data, to know the risks exposed by the users of
information technologies or to avoid frauds and scams.

Following the model of qualitative research, it is important to mention that during each interview, 27
main questions were evaluated in the complexity of which were reached 57 punctual aspects to which the
questionnaire was answered.
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CONCLUSIONS

Limitations and future directions of research

The governance of the cyber domain in the context of European security is marked by a strategic
evolution of the European reconstruction. I conclude that the cyber domain can be governed by sovereign
member states in a European Union balanced between the three governance models: "distributed governance,
multilateral governance and multi-stakeholder governance". This does not exclude the strategic partnerships
of the member countries or of the Union.

Due to the approach of the exploratory research methods of cybersecurity, I am urged to note that
good governance, perceived in the context of this paper, is perfectible and still far from being a universal
panacea for the security dilemma in cyberspace. Following an inductive analysis of the results of this paper,
I identify the reality of the necessity of building a forum for developing a new model of good governance of
the cyber area by associating with this form of government, the government institutions and bodies, the
private sector and the civil society actors. I am fully confident that the present thesis has opened up new
horizons for scientific research of good governance in the cyber space. With the motivation given by
identifying these horizons, which are otherwise tangible, as well as the achievement of the proposed
objectives in part, [ intend that the results obtained in this thesis will be the basis for further extensions of
the present research and bring to the attention of the academic community, new perspectives and results
regarding good governance of cyberspace security.

By referring to the other four strategic areas identified, the study of good governance in the cyber
space represents at present the most deficient area where, in terms of national security, we have identified a
particular need for democratic control by the civil society, as a result or an action obtained in the assent of
supranational or national institutions. The problem of escalating the security spiral is for me a major point of
interest, intending for the future to research real possibilities and hypotheses with the help of which a new
form of good governance of the cyber space can solve aspects of the security dilemma.

Finally, in terms of motivating the choice of future research directions, a final argument is given by
the strategic approach of the last ten years that I foster on researching the field of national security in cyber
context, through the dynamic ability of the three elements to change direction or the rules during the game,
namely: technological progress, international relations and security.

Details about personal contributions

Starting from the understanding of a need for impartiality on the part of the researcher, I detached
myself from any influences that could affect the natural and objective course of the paper. Without contesting
the fact that, at any time, subjectivity, even to a negligible extent, may arise due to our human nature and
belonging to a particular group or social class, noting that from the beginning, the analysis and approach of
the problem has been carried out to a raised degree of difficulty, finally materializing according to the author's
vision, using a mechanism of analysis, synthesis and systematic generation of the results confirming them
by verifying them in the light of the comparative study. For a better conceptualization and understanding of
the research, the novelty elements are exposed at the end of each chapter, reiterating in the following by a
common conclusion, regarding the whole study.

The main element of novelty and originality brought to the field of research in which the present
thesis is inscribed is given by obtaining an interdependence relation between the security culture, the level
of existing national security and the way of cyberspace governance.
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A secondary element of novelty is given by the construction of a structured case for demonstrating
the solid arguments supported by the security culture level in Romania in relation to the management of
information transmitted in the electronic environment for good governance of cyber space in a national and
predominantly European context. The lack of specialized bibliographic sources oriented in the direction of
the problem of cybersecurity spirals, offers a validation of my approach, realized under the careful
monitoring of the coordinating teachers. The validation and confirmation of this exploratory research
approach is given by obtaining concrete results, in favor of the hypothesis that the cybersecurity dilemma is
a hybrid sub- dimension or terminology, differentiated from the usual meaning of the security dilemma by
its conceptual transposition into the context of cybersecurity.

Essentially, by assuming the results of the research of the cybersecurity dilemma in the perspective
of virtual space governance in the concept of realism and supranationalism, I understand that, in the next
decade, until the next revolution of technology in the cyber space, the role of public, private, national and
supranational bodies, it is the norm to regulate this area in order to diminish the impact brought by the security
risks in all the environments on which the security dilemma makes its presence felt. Although a large-scale
military offensive through the cyber environment is unlikely, isolated cases with a huge financial impact and
intimidation of both legal entities and people using this environment are becoming more and more frequent.
Analyzing from the perspective of the studies of international relations, the diplomacy has reached a new
threshold, that of transformation and acquires in the portfolio a new areas of interest, cyber diplomacy and
digital diplomacy that represent in the context of globalization, the interface of states, which is also one of
the sources generating main security.

A final consideration is that regarding the future obligation of non-proliferation of potentially hostile
cyber capabilities. Through the examples given and the study of their effects on states and alliances, it is
partially confirmed, the possibility identified at the theoretical level of using cyber-attacks globally in order
to produce massively harmful effects from the states. However, I am fully confident that through good
governance and increasing the cyber resilience of information systems, globally, and at the same time,
through active participation of states, unions, federations and alliances for harmonization and regulation
consensual to this field, it can be maintained regardless of the ideology of state governance, a safe and clean
cyber environment.

The central thread of the author's vision is given by identifying a new perspective on cyberspace
security management. The basic elements of this new perspective are highlighted both by the keywords from
the beginning of the paper and as definitive, in the content of the chapters of this thesis. Of course, in the
author's view, this perspective represents a new analysis framework and an element of novelty that can shed
light on the future research directions in the field of international relations sciences and security studies.

Also, in the context of the present paper, due to its multidisciplinary nature, this new perspective of
analysis mentioned above, I think it can contribute to the identification of new challenges in the field of
research and studies of diplomats and those in the area of communications and information technology.

The approach of the chosen theme was initially studied and researched in order to bring the
knowledge of the academic community in a scientific point of view and to try to transpose the problematic
through the concepts of realism and supranationalism. The validation of the study is, of course, left to the
critics and in hope of constructive reactions the author's wish is to develop, in whole or in part, the chosen
research topic.
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