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EXTENDED SUMMARY 
 
Introduction 

 
Communication represents one of the most important necessities   of the modern society. 

The communities are inspired by this power which lies at the basis of the society’s nowadays 

progress . 

The way in which people communicated along time developed at the same time with the  

society’s development. The society’s progress in the communications field has allowed us to 

pass from slow ways of communication with great latency, uncertainty, inefficiency with serious 

distance limitations, to quasi-instant , global ways of communication and with a high degree of 

security. As a matter of fact, there isn’t any  branch of economy which doesn’t depend on 

communications , as well as other components of society are in a large measure dependent on 

communications: governance, education, health, justice, and so on. The lack of co-ordination on 

a building site , discontinuities in the sub-assemblies supply of a serial manufacture, the 

impossibility of alarming about an event that occurred or is impending and jeopardizes lives , 

represents as many situations as those in which the lack of communication leads to the 

disturbance of the natural order of things or worse, it leads to damages which could have been 

prevented or avoided. 

The system of communications must be trustful from the confidentiality’s point of view 

and even more from the availability and stability’s point of view. A communication system 

which presents frequent function discontinuities , fluctuations concerning the service’s  quality 

or represents drawbacks concerning the confidentiality and the integrity of facts will eventually 

lead to its desertion in the prejudice of usefulness or social convenience. 

If the technological progress in the communications field has solved and continues to 

solve most of the problems related to the speed and safety in which an information is spread, the 

same technological progress allows a certain class of society in which we live, to use for itself 

and in the prejudice of the society the instruments and the ways of communication. The wide  

spread of  computer’s network, the global computer’s network ,the under structure which lays at 

the basis of the shared systems, are exploited by these individuals in  less useful purposes for the 

society and , as a matter of fact, illegally. 

Information transmission and the  security problems from the information transmission 

have occurred about at the same time. The information that have been transmitted or stoked can 

have a certain value. The person who holds the information possesses value. So, the information 

became a target and the art of interception and distinguishing the information a “ trade “. 
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Scope of  thesis 

This thesis follows two purposes. On one hand, it presents a synthesis of the ies of 

distributed systems, on the other hand it suggests some solutions to improve the security of this  

systems . This solutions are from the field of visual cryptography . 

The security issues that are going to be discussed, answer the questions „What happens if 

the security services and devices are avoided? How can these services be avoided? What can be 

done in order to prevent these situations? 

In the paper, there are synthetically presented the techniques used by the hackers to enter 

the wanted systems. When this part was elaborated, it had been taken into account the yearly and  

multi annual reports  of some specialized companies from the  field of IT security, emphasizing 

on the most frequent attack methods. At the same time with the short presentation of these 

techniques there are described the solutions to reduce  the vulnerabilities. 

As a research project, the author has worked on the security audit of an institution. This 

audit had as a  purpose the establishing of the informatics system and institution vulnerabilities . 

In this purpose the institution’s network of computers was subject to a set of informatics  attacks 

in order to detect the existent vulnerabilities. 

From the analyze of the data regarding the methods of illegal penetration in the 

informatics systems clearly results that the weakest link is the human user. So, it requires a study 

on the reasons why people are the target. So, the author has done a short research regarding the 

social aspects of the informatics delinquency. In this chapter we underlined the members of the 

society ‚s lack of knowledge . Solutions have been proposed for improving the situation. One o 

these solutions aims the compulsory education of the users about the IT security. 

Besides the   theoretical side, regarding the  security aspects of the shared systems, also 

as his own contribution , the author suggests a new cryptographic method . This method has 

roots in the field of visual cryptography  . As so many times  in cryptography , this visual 

cryptographic method  it’s also like a primitive for complex methods. Although in the paper the 

stress is on the visual method, the author also suggests a cryptographic method for the binary 

information based on the same principle as the visual method. In this paper there are described 

the steps of the method’s development from the fundamental idea to a version acceptable  from 

the safety’s  point of view . The suggested method can be used to encrypt images and files. 

After testing and improving the method , the author suggests, besides the obvious use the 

encryption of information,  a few possible applications from the field of distributed system  

security. Those proposals are: authentication , digital signature and cryptographic key- 

management. The suggested authentication method  strengthens the classical authentication 
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based on the NAME – PASSWORD pair. For this an image must be interpreted like a 

CAPTCHA. In order to be able to answer the CAPTCHA challenge the user has  to decrypt and 

interpret the image. The digital signature method of the image is based on a specific feature of  

the open cryptographic method by which we can get a partition of a wanted size of the encrypted 

information. The digital signature provides originality to information and authenticity of the 

sender. These applications are subject of some further researches and later developments of the 

suggested method. 

History has proved that no matter how sure a cryptographic method would be at a certain 

time, sooner or  later, a weakness of the method will be found and exploited. So the author 

decides to further improve  the method . 

 

Issue statement 

”There is strength in numbers”—it is also the principle that lays at the basis of distributed 

systems development. It is accepted as a wide spread definition for distributed  systems the 

statement that a distributed system of calculation or distributed informatics system is the large 

number of programmers from a computer network with the purpose of solving certain problems 

by sharing the resources of networked computers2. This approach results in a fast solution of the 

problems by sharing the tasks on the system’s nodes. 

When it’s all about sharing tasks, the distributed  systems inherits the computer networks 

security issues. So the security issues of the computer network are also the security issues of the 

distributed system. 

Let’s discuss a way of communication between individuals  for example, a simple act of  

talking. The situations in which talking it is hindered by a certain thing (cause) or it’s disturbed 

by the many voices nearby, these are exceptional situations and the individuals find ways of 

avoiding or improving them. In the situations in which communication is affected , the 

individual identifies the causes and corrects them, for example he goes to a direction which 

allows him to communicate better with the collocutor. It is noticeable that those involved in 

communication participate efficiently to the communication improvement by their actions . 

As the virtual society is a quasi- alike resemblance of the real society3, the situation is 

similar in the case of electronic society : the impossibility of communication between two 

                                                 
2 Ioan Dziţac, Gligor Moldovan, Sisteme distribuite. Modele informatice, Editura Universităţii Agora, 2006 isbn 10 

973-87960-9-1 
3 ing. Valer Bocan, CONTRIBUŢII LA CREŞTEREA DISPONIBILITĂŢII, SCALABILITĂŢII SI SECURITĂŢII 

SISTEMELOR DE COMUNICAŢIE, Teza de doctorat, Universitatea “Politehnica” din Timisoara 2006 
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entities can be determined by an attack of access denial ( Denial of service – Dos ) and a weak 

communication can be determined by the lack of scalability in the communication system. For 

the improvement of these situations, the systems involved in communication need to have 

methods and action protocols for detecting, avoiding or removing the facts that disturb 

communication. We can distinguish three parameters of  the communication systems which 

define and measure the quality of communication :  

The availability  of a communication system represents its ability to be ready to organize 

a transmission in a reasonable time. The lack of availability can be due to physical interruption 

of the communication way (telephone wires , network cable , radio transmitter ) or it can be due 

to a DoS attack which hinders the dates transfer on all its extent .  

The scalability of a communications  system represents its capacity to adapt to different  

loading scenarios. It is better to avoid fast failure of the service as they could later be  exploited 

by an attacker. Generally, the sharing protocols help the clients one by one and represent a 

stagnation of the performance that could have been obtained by a concomitant approach of 

distribution. 

The security of  communications represent the capacity of the system to function in 

normal conditions under the action of some external disturbing factors. Traditionally, when we 

speak about security we think about protection and confidentiality of the data transmitted by the 

system, and there are many protocols and security procedures that travel from different areas. 

The availability and the scalability directly affect the level of security of a communications 

system so, we consider that a fair approach of the security improvement  requires a growth of 

the two factors. 
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Information security 

The fundamental notions together with the word security are the following: attack, 

compromising, intrusion , defend, detection , security mechanism. All these aspects are discussed 

in details in the specific literature4. 

By attack we understand any kind of voluntary action we use to interfere in the 

information communication, with the purpose to interrupt, intercept, modify and falsify the 

information. 

Classifying the types of attacks we can notice passive attacks (message interception, 

traffic analysis ) or active attacks ( the  retransmission of some modified messages, the 

transmission of some false  messages , blocking some services by DoS attacks. 

The security mechanisms are meant to detect certain attacks and together with the 

security services it has to prevent or remove these attacks. The security services provide the user 

or the system some instruments by which the following are prevented: 

• The access control that guaranties that only the aimed persons , with certain 

privileges have access to the resources. This thing is possible most of the time by 

using the so called login credentials which is a combination of user names- 

password which has to be introduced in order to have access in the system or to a 

system resource. If the name of the user can be seen by other individuals , the 

password has to be secret and known only by the authorized person or persons. 

• Confidentiality and integrity of data . Data can be  accessed , checked , 

manipulated only by the legitimate users  and can not be altered by unauthorized 

individuals. 

                                                 
4 Schneier, Bruce - Secrets & Lies, Wiley Publishing, Inc., 2004 

D. E. Comer. Internetworking with TCP/IP: Principles,Protocols, and Architecture, volume I. Prentice-Hall, 

Englewood Cliffs, NJ, second edition, 199 

Steve Bellovin, Security Problems in the TCP/IP Protocol Suite, Computer Communication Review, Vol. 19, no. 2 

(April 1989) pg 32-48 

 Steven M. Bellovin, A Look Back at “Security Problems in the TCP/IP Protocol Suite” 20th Annual Computer 

Security Applications Conference (ACSAC), December 2004, in as part of the “classic papers” track. 

L. Joncheray. A simple active attack against TCP, Proceedingsof the Fifth Usenix Unix Security Symposium, Salt 

Lake City, UT, 1995. 

Burtescu Emil, “Securitatea Datelor în Sistemele Informatice Economice”, 2004 

Peter Norton , Dave Kearns, Reţele de calculatoare,  Editura Teora, 2002 

Andrew S. Tanenbaum, Reţele de calculatoare, Computer Press Agora 1998 (traducere) 
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• The availability of the resources guaranties that at every moment a legitimate 

user will have access to the system’s resources. The distributed  system excels at 

this chapter. It  provides  functionality to the entire assembly even  if some nodes 

from the system are taken out of use. 

• Authenticity and non repudiation guaranties  on one hand  the identity of the 

participants at a  communication session and on the other hand it excludes  the 

user’s refusal to admit the access to a certain resource or to deny transmission of  

a certain information. 

 

Vulnerabilities 

The vulnerabilities of the distributed systems are divided in a few  major categories 

which will be shown here: 

1. The physical vulnerability of communication channels which means that physics  

access to the under structure used to transport and manipulate the information. Due to the 

fact that the distributed systems are based on public communication channels (by example 

the global network World Wide Web ) it’s impossible to  keep it safe. If the working 

stations are kept in a locked room not the same thing can be said about the  communication 

channels for the information ,especially if  these information exceed the institution’s area. 

2. The terminal’s physics vulnerability although apparently it shouldn’t be a problem 

by placing the sensitive junction in locations with limited access, in reality there are many 

cases when the information are compromised from distance by the remote procedure. 

3. Vulnerabilities concerning the access to information regarding the substructure  that 

the information travels on ,  comes from the physics vulnerability shown in point 2. The 

logical access is translated by the access to the informatics resources after there is physical 

access to the working station. There can be noticed the following words: authentication, 

access , digital signature, non repudiation. 

4. Vulnerabilities concerning the information itself.  Here we can talk about the 

interpretation of the information. If  it can or ca not be interpreted. Also some should 

consider the possibility of  modifying the information or to block the information transfer. 

To secure an informatic system means to approach every type of vulnerability previously 

discussed. The result is a layered structure on levels of security” 

• The external level , at the physic level, to limit the access to the communication 

channels. 

• If unauthorized individuals still find access to the communication channels ,the 
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access to critical nodes should be limited to avoid  information being  extracted, 

modified, etc. 

• If  inadequate individuals find access at the junctions \terminals of the system, to 

limit as much as possible the logical access to information (authentication, limited 

rights ) 

• If the security to the access to information is compromised and the information is 

extracted , then, at least this information needs to be in a shape that can not be 

interpreted by unauthorized individuals. The sensitive information must  be 

encrypted. 

 

Cryptography. Visual cryptography. Secret sharing  

 

The last line of defense against the vulnerabilities mentioned above is the hidden of the 

information that travels through the network. For this situation, the data have to be encrypted. 

So, cryptography plays a very  important role in the security of the data communications. 

Both in the case of distributed systems and also databases, securing them, means securing 

the messages and the transactions in the system. 

The cryptography is a  “tool” useful  to provide the security of the system.  It is not the 

only one , other measures have to be taken  like implementing security politics to ensure the 

system’s security. There are two types of cryptographic systems: symmetrical and asymmetrical. 

The symmetrical systems (with one secret key) use the same key to encrypt and decrypt  the 

messages. The asymmetrical systems use two keys. One key to encrypt, another key to decrypt 

the message. The cryptographic algorithm  used in cryptographic systems  are divided in stream 

ciphers and block ciphers. The stream ciphers can clearly encrypt a single bit from the text in a 

certain moment ,while the block ciphers encrypt more bits (usually blocks of 64 or 128 bits) at 

the same time. 

Visual cryptography  is that part of cryptography which aims to encrypt visual 

information. It happens many times that  the transmitted information by the network to be  visual 

information. For example, a bank scans the client’s contracts and sends them electronically to the 

centre. These contracts need to be encrypted so even if the data would be intercepted , the 

information couldn’t be extracted or interpreted. 
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THESIS CONTENT 

Chapter 1 . Introduction. It responds to the question: why I have chosen this theme? 

There have been described on short the constitutive elements of the distributed system of 

calculus, problems regarding the security of the distributed systems. 

In chapter 2, after a short presentation of the general ideas from this paper, there is a 

presentation of the main players from the field, of those who deal with finding and exploiting the 

vulnerabilities, the so called hackers. 

In this chapter there is also a review of the most important methods to penetrate the 

informatics security systems. To be able to do this, I have used the data from a few specialized 

companies in IT security. The most useful instrument was the yearly report of the VERIZONE5 

company. These reports are presented in some tables.  

Threat  Attack type % of attacks 

% 

compromised 

records 

Malware Key logger and Spyware 19% 82% 

Malware Backdoor and/or RAT 18% 79% 

Hacking SQL Injection 18% 79% 

Abuse Abuse of privileges  17% 1% 

Hacking Unauthorized access using default credentials 16% 53% 

Abuse of  

privileges  

Violation of security policies (access to PC, 

mail, internet, within the organization)  
12% less 1% 

Hacking 
Unauthorized access thru misconfigured 

access points 
10% 66% 

Malware Packet sniffer 9% 89% 

Hacking Unauthorized access with stolen credentials 8% less 1% 

Scam Social engineering 8% 2% 

Hacking Bypassing authentication  6% less 1% 

Physic Physical theft of data storage components  6% 2% 

Hacking Brute force attack 4% 7% 

Malware RAM Scraper 4% less 1% 

Scam Phishing 4% 4% 

Table 1 main attack trends and their incidents 

                                                 
5 http://www.verizonbusiness.com/resources/security/reports/2009_databreach_rp.pdf 
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The following statistical values reflect a wide spread situation  among the logins of the 

shared systems and computers networks which is the fact that not the lack of security instruments 

represents the main reason for the security gaps but the lack of information in the area and also 

the lack of using these security systems. Here are the facts: 

69 % from the gaps have been discovered by others after the employees have noticed 

certain unusual situations and they asked for an expert examination. 

83 % from the attacks were not difficult and the hackers didn’t need any special 

information .  

Only 17% from the attacks were complicated. 

87% from the attacks could have been avoided by using some elementary security 

instruments ! This last number it is shown also by the results of the author’s experiment along 

the security vulnerability evaluation of an institution. 

Let’s make an X-ray of the social aspects and of its social- economical implications. 

There are   aspects that have been discussed about the informatic delinquency and after an 

inspection to see how the  society relates to this event there are  certain solutions to solve the 

situation. The solutions imply , in the first place  education. The conclusions of this chapter  

would be that  the population it is not ready to face the attacks and this lack of education it is due 

in the first place to the lack of elementary knowledge and decency of those who use the 

computer. 

As much as from the conclusions presented in this chapter as from my own experience , 

due to the security audit that had taken place at the appointed institution, it results that the 

weakest link on the security component’s list is the human user. The methods, the tools and the 

ways to secure a system do exist! If they are properly applied, they would considerably make a 

hacker’s work more difficult. 

Once the protection methods developed and they have  been automatically introduced in 

the communication systems , the attackers don’t try to open gaps in these systems. Their target is 

the user. Because the user is not experienced or educated in this field, so it offers all the ways to 

access the system .  

In chapter 2.3.1, to prove this point of view , I have applied a test in which a group of 

students was asked to install an application. But, while it was installing, on the computer’s 

screen  warnings have appeared  which indicated the fact that the application is harmful. 
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Figure 1 Warning message during installation 

 

The test has been applied on three groups each of 20 students from different specialities. 

Unfortunately, the results of the test were surprising but also as expected. The following table 

shows the test results. 

Main subject IT knowledge Promoted Failed 

Public 

Administration 

medium 5 15 

Accounting    Medium to good 8 12 

Informatics Excellent 2 18 

 Table 2 Results of the awareness test 

The results speak about themselves. More then 80% from the subjects agreed to install an 

application which is going to warn them about a malicious application. What can we say about 

other applications which respect  the form of the messages or gets installed without giving any 

information? As it can be seen from the test’s result, people can be „convinced’’  (fooled) easy 

enough. The success of placing some backdoor applications and the superficial way of installing 

a program    underlines the necessity of education for the users. This education needs to start 

from school and to continue even after finishing school, at work where the computer systems are 

involved.   

 

Chapter 3 Is a synthesis of the computer’s networks as a stand for the distributed 

systems,  the accent being on their vulnerability. The TCP\IP layers  are discussed on short by 

their vulnerability’s point of  view. There are also described the tools used to prevent the attacks.  

Firewall technology is presented among others as a defense line against attacks. 

 

Chapter 4 contains the audit of security’s  stages of an institution. The purpose of this 

experiment was to determine the vulnerabilities of the informatic system at that time. By this 

security audit , the identification of the security vulnerabilities, the identification of the 
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unauthorized level of access ( by where a hacker can get into system), but also the identification 

of   the minimum level of   knowledge  a hacker needs in order to get into the system. There are 

two possible ways: an attack organized by an internal employee with limited access to the 

network’s nodes or to simulate an external attack. 

The internal weaknesses of the institution’s IT architecture  have been tested from the 

following point of view: 

• Physical access  to the equipments and junctions of the network ch. 4.2.1 

• Logical access  to the information from the computers ch. 4.2.2 

• Remote access to the computers and to the resources from the internal network ch. 4.2.3 

• Penetration possibilities to outside in order to transmit information outside the institution 

ch. 4.2.5.1 

During the tests we have succeeded to access from an insignificant junction of the 

information network, stations placed in departments with a high  degree of confidentiality. This 

thing is possible due to a wrong made design and deployment of the network. The computers 

from the network also presented default settings that allowed a successful hacking. 

If in case of a internal attack the purpose is to determine the network configuration 

defects, in the case of an external attack the purpose is to find the weaknesses which allowed to 

access from  outside the institution’s resources. 

A Backdoor application  needs to be installed to allow access to the organisation’s 

internal network. 

In Chapter 4.3  the deployment of a social engineering attack is illustrated. This 

attack was meant to test the possibilities of installing a backdoor virus on to computers within 

the organization. Once the backdoor virus installed it would allow us to hack the system. The 

strategy to achieve this was to fool some employees of the institution to install an apparently 

harmless application.  

The attack was put in scene in three steps (chapter 4.3.1) 

Step 1: Planning and information gathering 

Step 2: Pretexting, finding a reasonable motive  

Step 3: deploying the attack and measuring it’s effects 

A forged email was sent to a target group of employees. In that mail a security alert was  

issued and the recipient was asked to install a security patch regarding the antivirus software 

used within the organization. But the patch was just a small software which allowed us to count 

the number of  “infected” computers. For this at the end of the fake installation the user had to 
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reply with a code generated by the application.  

 

Figure 2 The forged message 

The message has been sent to  36 persons. In the following table  it can be seen the 

situation  of the confirmed e –mails, which translates as a successful  BACKDOOR installation. 

 Day 0(expedition) 1 2 3 4 5(alarm) 6,7 total 

Confirmation 19 12 4 5 4 3 4 51 

Table 3 Success rate of a social engineering attack  

 

CHAPTER 5 is dedicated to cryptography as the last line of defense. After a short 

introduction, the author describes the stages of his own cryptographic  method’s  development , 

from  the original idea to the finished product. 

The concept of pixel’s sieve  has the following fundaments. 

Visual cryptography which has as its purpose to hide the information represented as an 

image. The original image has to be reproduced from the image that has been encrypted. In some 

cases we can talk about a partial reproduction, situation in which the image that has resulted 

needs to be interpreted by a human user. From this point of view, our method can be placed in 

both categories. We can have a decrypted image, identical with the original one or we can have a 

decrypted image with noise but which can be interpreted by humans. 
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Secret sharing
6,7, is a method to protect the information by which the information is 

divided in partitions. There are certain requirements regarding these partitions: 

• A  partition by itself can not supply enough information to be able to understand 

the whole message. 

• Regarding the method, to remake the original message all or at least a certain 

number of  partitions are needed. 

• As certain requirements regarding the partitions, the dividing method  also has a 

secret key. Reconstructing the image is possible only in the presence of the key. 

Secret Sharing Visual Cryptography  (SSVC) is obtained when the two principles 

stated before are brought together. In early SSVC schemes  sharing the initial secret were done 

by printing the partitions on transparent sheets8. To distinguish the image it is enough to put the 

sheets on top of each other. 

Chapter 5.3 Pixel Sieve 

Starting from this situation  I have suggested the method of sieving the pixels. The 

concept is a simple one and it consist in generating images which are the two partitions by 

sieving the pixels of the  original image through the pixels of a key image. If the key image  has 

got irregular holes we can imagine that certain pixels of the  original image fall through the holes 

(black pixels)  and pixels situated over the white pixels would stay on the sieve. The pixels that 

go through the sieve form one partition, the pixels that stay on the sieve form the other partition. 

 

Figure 3  The concept of sieving 

Like in the case of  de Shamir’s [Sham79] method  we have the basic components: 

• The secret key 

• PAlb The share corresponding to a white pixel of the key 

• PNegru The share corresponding to a black pixel of the key 

Replacing the black and white pixels of the key with 0’s and 1’s the following formula 

describes the method: 

                                                 
6 Ronald L. Rivest, Adi Shamir, Yael Tauman How to share a secret - Communications of the ACM , 1979 
7 Gustavus J. Simmons How To (Really) Share A Secret , 1998 
8 Moni Naor and Adi Shamir, Visual Cryptography, EUROCRYPT 1994, pp1–12 [1]. 
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Pij the value of the pixel in position i,j   in share 0 or 1 with consideration to the bit of the 

key. 

Oij is the value of the pixel in the current i,j position from the original image 

Kn current position in the key; Kn ∈{0,1} 

The process is presented in the following figure  

 

Figure 4 Generating the share through the bits of the key 

The concept in its primary form is not safe,  improvements are necessary to reach the 

cryptographic requirements. The steps by which the concept progresses are described in the 

pages that deal with that chapter. More possibilities of  improvement are described in the paper. 

They refer either to improvements which take into consideration the human physiology, the way 

in which the human eye distinguishes the image, or the improvements brought by cryptographic 

methods and  techniques. These methods are the transposition, logical operations (XOR), 

different techniques to read the original information, to add  supplementary keys for a  more 
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secure method. 

Chapter 5.4 From pixel to bit. By replacing the black and white pixels with 0’s and 1’s 

we get the bit sieve[Incze10c]. If T is the clear text with length n, C encryption key with length k, 

P0 and , P1 the shares, all in a form of binary string: 

Clear text 1 0 0 1 0 1 0 1 0 1 0 0 1 1 1 1 
 

Key 0 0 0 0 1 1 0 1 0 1 1 0 1 0 1 0 
 

Share 1 x x x x 0 1 X 1 x 1 0 X 1 x 1 x 
 

Share 0  1 0 0 1 x x 0 x 0 x x 0 x 1 x 1 

Table 3 example for bit sieve with overall advance 

 

Clear text 1 0 0 1 0 1 0 1 0 1 0 0 1 1 1 1 
 

key 0 0 0 0 1 1 0 1 0 1 1 0 1 0 1 0 
 

Share 1 0 1 1 1 0 1 1  
 

Share 0  1 0 0 1 0 0 0 1 1  

Table 4 example of bit sieve with partial advance 

For the bit sieve we can state : 

1 2 n i

1 2 j

0

1

T { t t ...t |  t {0,1},  i 1,  }

{ ... |   c {0,1},  j 1, }

mod , mod 0

, mod 0

k

i x

x

i x

x

w n

C u c c c k

t if c
P

random if c

t if c
P

random if c

i k if i k
where x

k if i k

= = ∈ =

= = ∈ =

     = 0 
=  

    = 1 

    = 1 
=  

    = 0 

       ≠ 
  =  

    = 

 

Chapter 5.5 Key expansion 

An omnipresent issue regarding the encryption key is related to its length especially when 

a user is asked to enter it from the keyboard. Humans usually tend to use short passwords.  

There are several well known methods (usually hashing) to expand the password to a 

usable encryption key. Another solution is Liner Feedback Shift Registers or LFSR. LFSR is 

used to extend a binary key by XOR and cyclical shift. A similar method is proposed in the 

thesis. 
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Chapter 5.5.2. Key Shifting and XOR for key expansion  

We will use the XOR operation on the bits of the original key as follows: 

Let there be a binary key A={ai (0,1)} We intend to build the key B ={bi} as follows. 

First we XOR the first two bits of the key A. 

             b1 = a1 XOR a2                   

The result is XOR-ed with the second bit of the key. The new result is XOR-ed with the 

third bit and so one. 

             bi = bi-1  XOR ai        i=2,n                  

An example of generating a new key with XOR is shown in Table 5.  

ai 1 1 0 0 0 0 1 

bi 0 1 1 1 1 1 0 

Table 5 example of XOR to generate a new key 

We noticed that we can continue generating the new key by starting over the bits of the 

original key and XOR-ing them with the current bit of the generated key one more time before 

repetition of block occurs. We can write the following formula: 

bn+i=ai XOR bn+i-1    or   bk=ak mod n XOR bk-1      

where n is the length of the original key and  k=(1..2n). 

The result for one round of key expansion is presented in Table 6. 

ai 1 1 0 0 0 0 1 1 1 0 0 0 0 1 i=(1..n) 

bj 0 1 1 1 1 1 0 1 0 0 0 0 0 1 j=(1..2n) 

Table 6 example of XOR to generate a new key with block repetition 

Unfortunately if the result of the XOR operation at the end of the first iteration equals the 

first value of the generated key the second half of the generated key will be identical with the 

first half. The main issue here is the repetitive blocks. In cryptography  repetitive blocks of the 

key are to be avoided. To correct this issue we introduce a new rule. 

if  b1 = bn  then  bn+1 = NOT(bn) XOR a1    

Another advantage of this method, actually a requirement for cryptographic methods, a 

slight change in the original key will result in an avalanche of changes in the expanded key. This 

is true because each value of the expanded key depends  from each previous value of  the 

original key.  

The cyclical shift 

So far we can generate  a 2n length expanded key from an n length original key. To 

further increase the length of the generated key we will continue with the same XOR-ing 
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operation but after cyclically shifting the bits of the original key. 

  

 (a1, a2,… an-1, an) ->(a2, a3, …, an, a1)         an=a1   and    ai=ai+1 , i=(1..n-1)          

For a given key with the length of n, Because n such circular permutations can be done, 

and for each permutation a 2n length expanded key can be generated we get a total length for the 

generated key of 2n
2 . For instance for an 8 bit (1 byte) long key the expanded keys length is 124 

bit.  

A short program to test the method was written. For simplicity we use the ASCII code of 

the characters converted in binary as key. The results is shown in Fig 5. 

 

Figure 5 A key after bynarisation 

Now we will apply the XOR expansion algorithm on the binary key. The result is 

presented in Figure. 6 

 

Fig. 6 The key pass after expansion 

This model is a theoretical one. The application was written only to test the proposed 

method. 

 Although considerably increases the time needed to break the code with a brute force 

attack still the circular permutation of the key is predictable. Therefore in a real life situation we 

propose the introduction of a second, numeric, key. The role of  this second key is to  replace the 

circular shift with a pseudo random shift of the bits of the key. This numeric key can be chosen 

by the user.  

For instance let there be the following secret number: 5368. After the first iteration of the 
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original key instead of cycling the key with step 1 we will cycle the key but with the step of 5 

then in the next iteration with the step of  3 then 6 then 8. Thus for a given original key with the 

length of n we will get an expanded key with the length of  2*n*5 because we make only 5 

iterations, one initial key and four shifted keys. For demonstration purposes we used a short 

number but  a longer number can be used in a real case scenario. In this case an attacker will 

have to find not only the original key but the second numeric key too Nk.  

Obviously the information will be encrypted with the expanded key instead of the short 

original key. 

Chapter 5.6 The L3 issue 

Affecting mainly the pixel-sieve version this problem occurs when the number of a color 

in the key image, is much in favor of one share. For instance if the number of black pixels of the 

key image are considerably higher than the number of white pixels obviously the share 

corresponding to the black pixels will get more useful original pixel during the sieving process. 

Regardless of the quantity of the noise added to the share, because a lot of original data is 

already in a certain share, the image can be visually interpreted from that share only without the 

need of decryption. In Fig 3 such a situation is presented where in the left share the message is 

visible.    

 

Figure. 7 The left share is readable due to more usable data. 

After several empirical tests we have concluded that a maximum ratio between black and 

white pixels of the key should not be higher than 3. By empirical we understand that by dealing 

with visually encrypted images, those images were interpreted by humans. It is impossible to 

create an application that would analyze such an encrypted image due to the noise embedded to 

the encrypted image. 

nm
n

m
Rk ≅⇔≅= 1   

- Rk the ratio between black (n) an white (m) pixels of the key  

 An ideal ratio between black and white pixels would be 1, meaning that the number of 

black and white pixels are identical or at least very close. Thus the shares could get an equal 

number of pixels from the original image. We can replace black and white pixels with 0’s and 

1’s of a binary key. 

In figure 8 a situation is shown where the number of 0's is higher then the number of 1's , 
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the corresponding share, n0 will receive more data . 

 

Figure 8 Distribution of data in shares 
 

But with this requirement the number of usable keys are drastically reduced. For a given 

number of pixels (a given key length) only 1/3 of possible keys are feasible and an even smaller 

number of keys are safe for encryption due to some other restrictions like repetitive blocks or  

huge blocks of only black or only white pixels. For a total length L of a key if  the number of  0’s 

is b there are b
LC  possible different keys.  

Chapter 5.6.1 Solution proposal. Threshold-swap 

To overcome the L3 issue we propose the introduction of two  counters n0 and n1. Each 

counter is associated to a share. and each time a share gets a bit/pixel the associated counter is 

incremented. Thus, the counters will store the total number of bits/pixels received by the 

associated share at a certain moment.  

Also a third variable is introduced as δ, the difference in absolute value, between the 

above mentioned counters.   

δ = | n0 − n1 |    

During the encryption/decryption  process  δ is constantly compared to a fixed value,  a  

threshold. If the threshold is reached there will be a swap in the shares. In this case, although the 

bit of the key would send the current pixel of the original image to share A, the pixel will be 

transferred to share B. Thus the difference in numbers of pixels received by each share will be no 

more than the threshold.  

After a swap the shares should be swapped back soon after the next step (local swap) or 

they should remain swapped until the δ reaches the threshold again (permanent swap). A 

permanent swap  example is presented in Fig. 9 where between positions 12 an 26 the role of the 

shares are swapped due to threshold overcome.  

 

Figure 9 Example of distribution in shares with swap 
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There is a good chance  that, in certain situations, modifying some bits of the key (during 

a brute force attack), by obtaining different values for the counter, swaps should occur in 

different positions therefore increasing the security of the method.  

Both methods bring some enhancement to the original pixel-sieve and bit-sieve 

cryptographic primitives. The first method with swap between the shares solves pretty well the 

stated L3 issue.  

The key expansion method helps us to generate long encryption keys with reduced 

computational power in reasonable time. Also the expanded key is totally dependent from the 

original key considerably reducing the success rate of a brute force attack.  

With threshold-swap technique the extended key is practically replaced by  a new key. 

We will call this key equivalent key  in Chapter 5.6.2  in which at certain positions the bits are 

switched. 

Ce = f( Ci, threshold ) 

 We represent this situation in the following Figure in which we noted  Ci the initial key  

Ce equivalent key. The pink coloured cells shows the positions where the bits are switched 

poziţia 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 

Ci 1 0 1 0 0 1 0 0 0 1 0 0 1 0 1 0 0 0 0 0 0 1 0 1 0 0 0 0 1 0 0 1 0 

Ce 1 0 1 0 0 1 0 0 0 1 0 1 0 1 0 1 1 1 1 1 1 0 1 0 1 0 0 0 1 0 0 1 0 

n0  1  2 3  4 5 6  7  8  9       10  11  12 13 14  15 16  17 

n1 1  2   3    4  5  6  7 8 9 10 11 12  13  14    15   16  

δ  0 1 0  0 1   2 3 2 3 2 3 2 1 0 1 2 3 2 3 2 3 2 1 0 1 0 1 0 1 

Figure 10 equivalent key with regard to threshold 
 

To further strengthen the method during encryption these keys will be used as follows:  

- From the extended key, the equivalent key will be generated using threshold-swap   

- The equivalent key Ceq  will be used only to determine which share will get a certain 

bit. By this we assure that each share will get a reasonable amount of data 

- The unmodified  extended key is used to alter the bit/pixel transferred with XOR as 

follows. 

Chapter 5.7 XOR cryptography to further strengthen the method  

By simply moving a pixel to a certain share not much is solved. Because about half of the 

pixels are moved between shares there is plenty of information to visually interpret the image. 
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Figure 11 Unaltered pixels in a share 

We use XOR cryptography to hide the information. Each colour component is XOR-ed with 

an 8 bit block of the extended key 

In table 7 such a situation is presented 

Initial colour Colour code key Result XOR Final colour 
R 128=10000000 01101000 11101000=232 R 
G 159=10011111 00011100 10000011=131 G 
B 87=01010111 01110100 00100011=35 B 

Table 7 changing the color by  XOR on RGB components 

5.8 Encryption and decryption by „sieving” 

Summarizing the above mentioned reflections we arrive  to the final form of the sieving 

based secret sharing cryptographic method.   

Mc – clear message converted in binary BMc 

Ci – initial key converted in binary CiB 

Nk – numeric key – for the steps in key shift  

T - threshold 

Cex  - extended key in binary 

Ceq – equivalent key in binary CEB=f(CB, threshold) 

P – The share for  values BMc   CiB where the Ceq= 0  

Q - The share for  values BMc   CiB where the Ceq= 1 
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Where : 

• M – clear binary text 

• Ci – initial key (text ASCII) 

• Cex – extended key used for XOR 

• Ceq – equivalent key used to determine the share 

• P, Q – the two shares 

5.8.1 Encryption 

Using the above mentioned notations we can state: 
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Or for the partial advance version : 
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5.8.2 Decryption 

For the total advance we have: 
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The original message is rebuild bit by bit by  from the corresponding share. 

 

Chapter 5.9 Pixel sieve Application 

A software application for image encryption using pixel sieve method was written mostly 

for experimental purposes. The interface shows the image, ask for the password as ASCII key  , 

also the numeric key for key-shifting. After bynarization the extended key is shown in a text box. 

 

Figure 11 The pixel-sieve application in action 

 After encryption the resulting shares are presented for evaluation. This step is necessary 

because for certain keys, usually short ones with repetitive characters, can result in interpretable 

encrypted shares.  

 A well encrypted image is presented in figure 12. 
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Figure 12 Encrypted images 

 

Chapter 5.10 Testing the application 

 Several comparative and statistical tests were conducted to test the strength of the 

method. First the shares are compared with the original image. 

 

Figure 13 Comparing between original image and encrypted share 
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Second, the shares are compared against each other with very good result 

 

Figure 14 Comparison of shares 

Also image processing filters were applied to see if there is any usable information left in 

the shares. For this we used several Photoshop filters 

 

Figure 15 The „best” result of filtering in Photoshop 
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Statistic comparison of the histograms of images also have been conducted with very 

good results 

                 

Figure 16 The histograms of original image and encrypted share   

 

The conclusion of these test is that the method is strong enough, the information is 

severely dissimulated in the shares. 

In Chapter 5.10.2 some computational performances were tested. These test shows that 

the encryption time is dependent from the length of the original key,  length of  numeric key, 

number of iteration used during  key-shift. 
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Finally in  Chapter 5.11 some uses are proposed for the method : 

- System and user authentication 

- Message authentication 

FURTHER RESEARCH 

As further research  the author propose himself to further study the pixel-sieve and bit-

sieve methods. The method may be further improved for instance embedding it with 

steganography. The proposed key expansion method offers some possibilities for a certain key 

management protocols.   
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