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INTRODUCTION 

 

Every organization is interested in protecting its information assets (information and 

associated infrastructure). In many organizations, they are considered critical 

resources, whereas the existence of the organization depends on how they are 

protected. For this reason, to improve organizational security, large amounts of money 

are allocated and spent, but the results are not always as expected.  

 

In any organization, different categories of people have interests, motives and 

different perceptions about what information security and the security has a different 

meaning for them (Brotby, 2009: XVIII). A key element affecting the diffusion of 

innovations and technologies in an organization is how it is accepted individually 

(Mihuţ and Tomai, 2009: 43). 

 

In these circumstances, information security issues should be addressed from a 

multidisciplinary perspective and a common language of security must be created. 

Technical measures are not enough to ensure security of information, many of the 

problems can be explained more clearly and convincingly using the language of 

microeconomics (Anderson, 2001: 1). This idea is reinforced by other authors which 

states that the purpose is to make information security a multidisciplinary field where 

technology specialists will work with experts in "sensitive issues" such as public 

policy, economics and sociology (Shostack and Stewart, 2008: 103). The science that 

will explore the multidisciplinary field of study will be called the Information Security 

Economics and a main method will be applying ideas from other fields (Shostack and 

Stewart, 2008: 103). 

 

The main objective of this paper is to design a security model and a framework which 

will implement the security system, based on the model developed. 

 

Opportunity and motivation of thesis 

 

The paper proposes the expanding of research in information security, by exploring 

common areas with other domains such as management, informatics or accounting 

(costs and expenses). Multidisciplinary approach is necessary because the information 
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security cannot be ensured only by technical means, and because in any organization 

should be a "common language of security" and a wide range of stake holders 

interests. must be harmonized. 

 

The opportunity of the paper is given by the need to create security systems that are 

more effective (in terms of costs and expenses), more efficient (in terms of protection 

provided), which provide decision support (in terms of management) and does not 

affect the performance of computer systems (from technical perspective). 

 

The starting point of this paper was established by scientific research made by the 

author during master studies. The choice of research topic was made as a result of the 

author's work concerns in the field of system administration, of the past 18 years. 

 

Thesis objectives 

 

In this paper we followed some concepts, issues and elements of information security 

domains. The objectives are:  

- Designing a security model adapted to current situation and size of 

organizations in our country, that can be used to create a security system for 

the organization, or to obtain a security certification for the organization;  

- Designing a framework that can be used to implement a security system, based 

on the proposed model and ensures security of information in a short time and 

as reduced consumption of resources; 

- Application or adaptation of ideas and elements from other domains, creation 

of new working tools and using these tools in the SERIOS framework;  

- Study of the security domain through a multidisciplinary approach, in order to 

identify areas that can be improved or changed in this domain. 

Thesis structure 

 

The thesis is developed over seven chapters.  

 

In the first two chapters we examined the research field (information security), in 

order to identify the key conceptual and structural elements of domain and to position 

the security model which is the subject of the thesis. We analyzed existing security 
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models and systems and information security particularities in some new areas of 

computer science. At the end of these chapters were presented the overall findings and 

research directions that we followed throughout the other chapters. 

 

In chapter three we analyzed risk management as it is the main process in security 

management. We have developed Generic catalogs of threats and vulnerabilities, in 

order to use them in the security model. We compared risk assessment methods, to 

determine how they can be used in a case study presented in the paper. For risk 

reduction phase of the risk management, we developed a Generic catalog of security 

measures, which was used in the framework described in chapter seven. 

 

In chapter four we examined two methods for calculating indirect costs and the 

reasons for each of these methods is not enough to calculate precise security costs. 

Based on the analysis, we proposed a combined calculation method. Verification of 

the combined method was made through a case study. 

 

In chapter five, through a case study, we present the steps necessary for using the 

combined calculation method proposed in chapter four. We also proposed the 

extensions of the cost-benefit analysis (used in decisions regarding the 

implementation of security measures) with a method of analysis that takes into 

account technical factors (performance). The presentation of this method was made in 

a case study. The methods presented in the two case studies will be used as working 

tools in the framework presented in chapter seven. 

 

In chapter six we presented how the concepts, methods and principles from other 

areas, can be applied in security domain. We also presented specific working tools for 

security (security metrics, visual tools) and specific elements of a management system 

(security documentation), that will be used in the SERIOS framework. 

 

In chapter seven we presented security model proposed in this thesis and the SERIOS 

framework, by which it can implement a security system based on this model. 

Validation of framework was done through a case study that is presented in the 

chapter. 

 

The structure of thesis and personal contributions are shown in the following figure: 
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CONCLUSIONS AND PERSONAL CONTRIBUTIONS 

 
Addressing security issues must be made from a multidisciplinary perspective, since 

security cannot be solved by technology, only. 

 

The security model is adjusted to current situation, since it can be implemented on a 

functional information system, using only the resources of organization. SERIOS 

Framework, which implements this security model, does not focus on getting a 

security certification, but aims to develop a security system and security processes 

that can be integrated into organization. 

 

The security metrics system and the management tools, that are part of the framework, 

provide support in decision-making, enabling efficient security activities.  

 

The proposed metrics system allows switching from a security approach based on 

reactive measures to a security approach based on preventive measures. 

 

Personal contributions 

 

In the first chapter, we have presented theoretical models of security. Our contribution 

to this chapter was an analysis of these models and expressing personal opinions 

about them. We have also identified particularities related to security requirements, 

security vulnerabilities and, also, securing methods in the areas of collaborative 

systems, ubiquitous computing and web-services. 

 

In the second chapter, we analyzed the management systems used for the IT 

governance and security management systems ISO and NIST. Our contribution in this 

chapter was a multidisciplinary analysis of structural and conceptual elements of 

information security systems and, also, expressing personal opinions. 

 

In chapter three we analyzed the main elements and phases of risk management 

process. Our contribution in this chapter was the identification of conditions in which 

risk assessment methods can be used and the development of Generic catalogs of 

threats, vulnerabilities and security measures. 
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In chapter four we analyzed two methods for cost calculation, that can be applied to 

calculate the security costs: the cost model proposed by HP Laboratories and ABC 

method. Our contribution to this chapter was the identification of conditions under 

which these methods can be applied and, also, the description of ABC-HP combined 

calculation method, for accurate calculation of security costs. Checking the accuracy 

of the method was done by applying it to calculate the cost of an IT service and 

comparing the result with the result obtained by calculating the same cost using 

estimation model Krasner, described in section 4.5. The difference between the two 

results, which was less than 10%, allowed us to conclude that the combined method is 

accurate and can be used to calculate the security costs. 

 

In chapter five we present two case studies, which address organizational security 

issues from a multidisciplinary perspective. Our contribution to this chapter was the 

argumentation for a multidisciplinary approach to address organizational security, the 

presentation of ABC-HP combined method steps and the development of a Method for 

three-dimensional analysis of the impact of security measures on the information 

system of an organization. 

 

In chapter six, we presented the methods and principles, taken from other areas, which 

we used in security model and in the SERIOS framework described in the thesis. Our 

contribution to this chapter was to determine how Pareto Principle, Critical Path 

Method and 1-10-100 Rule could be applied in the field of security. We have also 

created a visual tool - State security graph, which was included as a working tool in 

SERIOS framework. 

 

In chapter seven, we described the security model, which is the objective of this thesis 

and the SERIOS framework, which is the instrument for implementing the security 

system based on this model. In section 7.6 we presented a case study through which 

we use the SERIOS framework in a certain company. Our contribution to this chapter 

was the description of the model and the framework, the presentation of their 

conceptual and structural elements, the specification of PIV model for processes, the 

description and formalization of security metrics system, the definition of information 

asset concept and the interpretation of the case study results. 
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Dissemination of results 

 

 

The ideas presented in Chapters 1 and 6, as well as case studies in Chapters 4, 5 and 7 

were disseminated in scientific papers published in journals in Bucharest and Suceava 

and in proceedings of national and international conferences. 

 

Scientific papers published in proceedings of international conferences 

1. Mihuţ, M., and Tomai, N. (2009) Analysis of Collaborative Systems Security 

Using a Three-criteria Approach: Protection, Price and Performance, 

International Technology, Education and Development Conference (INTED2009), 

published by International Association of Technology, Education and 

Development (IATED), pp. 3400-3409. 

2. Mihuţ, M, Arba, R. and Tomai, N. (2009) Using Data-Mining Solution for 

Diagnosing Systems, Conferęncia Engenharia2009, Corvilha, Portugalia. 

3. Mihuţ, M, Arba, R., Vereş, O and Tomai, N. (2009) Centre-based Cost Analyze 

for Virtual IT Companies, Conferęncia Engenharia2009, Corvilha, Portugalia. 

 

Scientific papers published in proceedings of national conferences 

4. Mihuţ, M. (2006) TrustCoM – a Security Model for Collaboration Systems, 

Annals of the “Tiberiu Popoviciu” Seminar, Supplement: International Workshop 

in Collaborative Systems, vol. 4, 2006, pp. 195-202. 

5. Mihuţ, M. (2007) Integrating Knowledge Management and e-Learning, 

Proceedings of the International Conference on Knowledge Engineering, 

Principles and Techniques, KEPT2007, Cluj-Napoca (Romania), vol. II, pp. 73–77 

6. Mihuţ, M. (2007) TENCompetence – an Infrastructure for Knowledge 

Management, Proceedings of the International Conference Competitiveness and 

European Integration, vol. Business Information Systems & Collaborative Support 

Systems in Business, pp. 227-229. 

7. Mihuţ, M. (2008) Aspects of Ubiquitous Computing Security, Annals of the 

“Tiberiu Popoviciu” Seminar, Supplement: Romanian Workshop on Mobile 

Business, vol. 6, 2008, pp. 71-77. 

8. Mihuţ, M. (2009) Prioritization of IT Security Activities, 16
th

 International 

Economics Conference “Industrial Revolutions, From the Globalization and Post-
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Globalization Perspective ”– IECS 2009, Sibiu, vol. 5, pp. 138-143. 

9. Mihuţ, M., and Tomai, N. (2009) Theoretical Aspects of Diffusion in IT Domain, 

Studia Universitas “Babeş-Bolyai” Informatica series, Proceedings of the 

International Conference on Knowledge Engineering, Principles and Techniques - 

KEPT 2009, Cluj-Napoca, vol. III – Special Issue 2009, pp. 43-46. 

10. Mihuţ, M. (2014) Security Measurement and Visualization: a New Approach, 

Proceedings of the 13th International Conference on Informatics in Economy 

IE2014, pp. 490-495. 

 

Scientific articles published in national journals and magazines 

11. Mihuţ, M. (2008) Analyzing Log Files Using Data-Mining, Journal of Applied 

Computer Science, issue 4 / 2008, pp. 32-34. 

12. Mihuţ, M., Todor, L.S. (2009) Aspecte ale Securităţii Web-services, Calitatea – 

Acces la Succes magazine, Proceedings of the International Conference 

“Sustainable Development in Conditions of Economic Instability”, vol. 10, nr. 101 

special / 2009, partea a II-a, Editura Cibernetica MC, Bucureşti, pp. 122-124. 

13. Mihuţ, M., Todor, L.S. (2010) Strategia de Aplicare a Principiului lui Pareto în 

Managementul Securităţii, Quality – Access to Success magazine, Proceedings of 

the International Conference “Sustainable Development in Conditions of 

Economic Instability”, vol. 11, nr. 113 special / 2010, Editura Cibernetica MC, 

Bucureşti, pp. 546-560 

14. Mihuţ, M., and Tomai, N. (2010) A Cost Model for the IT Department Journal of 

Applied Quantitative Methods, vol. 5, nr. 2 / 2010, pp. 358-366. 

 

Future work 

 

The SERIOS framework can be implemented by organizations that cannot afford the 

costs of implementing certified security management systems. It can be used both for 

implementing a proper security system or to prepare the organization for 

implementing security standards. 

 

Some elements of the work (risk matrix, levels of maturity, levels of categorization) 

use a three-stage assessment scale. To increase the performance of the security system 
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a multi-stage scale can be used.  

 

Framework can be extended to be used in areas such as knowledge management, 

collaborative systems and virtual organizations. 

 

The multidimensional analysis of security can be extended by adding a new 

dimension about how security is perceived at the individual level within an 

organization. 
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