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The theme that we have for this PhD thesis is not randomly chosen. It is 

connected to the realities of the last two decades surrounding bank security, in order for 

us to know which factors and phenomena influence this type o security and which are the 

solutions that should be developed in this field. 

I have decided to approach this subject, sometimes very sensitive, also due to the 

events that took place a few years back in the banking sector, events that strongly 

challenged the security concept, through a diversity of shades, not very easy to manage. 

 These are the reasons for which we aimed to gather the most important data 

available in order to demonstrate the vulnerability of this system. Unfortunately the 

information and the documents connected to bank security are kept secret and securitized, 

with good intentions, reason for which it was difficult for me to provide an in dept 

analysis, as I wished, in studying this chapter of security. Given the impediments of such 

an attempt  the collection of the empirical support, asociated with  the framework of 

secruity in international relations, has offered us the opportunity  to realise a thesis with 

lots of potential in analysing this topic. 

 This PhD disertation is focused on the problems that cause instability and 

insecurity at the level of banking system but also applied to the entire economy. The 

concept of security addresses  to all organisational levels within a society. 

In order to demostrate de importance of this theme, first of all I tried to analyse the 

banking sector risks. The risk might have an obvious impact upon the value of a financial 

institution or of a banking institution, weather we talk about the impact upon personnel, 

partners, clients or bank s authorities, or upon direct loses. 

   The banking system is constantly pressured also by the events within the system, 

but also is very sensitive to the changes derived from  the international level. Another 

issue of the banking system is the money laudring phenomenon connected to terrorism 

financing. The money laudring phenomenon has an obvious international character. 

 The most efficient  ways of hiding the illicite values is money laudring through 

bank finance transaction, either national or international. All these operations are 



supported nowdays because of technology and the extension of means of communication, 

connected with the globalisation. 

 The mechanisms that support terrorism are rapidly changing being dependent of 

the financial and banking stimuli. The vast majority of finacial transactions become alarm 

signals only if they are associated with suspects. In very few cases the transaction itself 

can provide critical indicators in order to identify the actions that are ilegal. 

 Banking institutions also deal with another problem, which has also a negative 

impact upon its reputation, called bank fraud. Minimizing  and preventing this threats 

means introducing fraud control mecanisms or of technology of discovering this fraud. 

Those that have the intention of fraud are always one stept ahead an always find the 

methods, but also the moment in order to implement the plans. 

 Besides these phenomena described earlier bank fraud, coruption, money 

laundring and terrorism financing, there are also two phenomena that destabilize bank 

sector. These phenomena are: bank globalisation and economic crisis. 

 Together with bank globalization, economic problems have became global due to 

the extension of networks. Bank globalisation has opened the financial markets but also 

encouraged telcommunications.  

 This PhD disertation is structured  in 6 chapters, through which we analyse the 

vulnerability of the banking system. 

 In the first chapter called ,, Theories, contemporary concepts regarding banking 

system and bank security” I have tried to define the banking, I presented the origins and 

evolution of banking system, approaching also the functions and typologies of banking 

institutions. 

 Another problem studied in this chapter is connected with banking risks and the 

impact upon the security of the banking system. Also I considered neccesary describing 

the management of banking risks.  

 The second chapter,, Banking security and organised crime” is centered upon 

exposing the security risks of the banking system, especially illegal phenomena. Once the 

developing of the economic system has intensified the banking system became a target. 

 Within this chapter I have analysed 4 illegal phenomena: money laundring, 

terorism financing, bank fraud and corruption of the banking system. After approaching 



those 4 phenomena in the 4th and 5th chapters I have analysed the banking systems in : 

the US, EU and Romania. 

 The third chapter called ,, Risks and challenges towards bank security in 

international relations”, within the conditions of banking system globalization and 

economic crises. In this chapter I have analysed the economic crises between 1907-2009, 

in order to emphasize the impact upon different economic systems. The focal point of this 

chapter is the economic crisis started in 2008. I have also made a comparaison between 

the economic crisis in the US and that of Romania. 

     The forth chapter ,, Banking systems in the US and the EU. Famous frauds” I 

have tried to compare different banking systems. My attention was focused on the 

following states: The US, the UK, France, Germany, Spain, Greece and Cyprus. For each 

of the states I have presented a short evolution of each system and I have analysed the 

most important banking institutions. This chapter contains also some examples of illegal 

activities within the banking systems starting from 1991 untill today. 

 The fifth chapter called ,, The evolution and the problems of the Romanian 

banking system” provided an analysis of the Romanian banking system.  

  The purpose of this analysis is to interpret the stages through which the 

Romanian banking system has developped, the avatars of the system, including 

restructuring, bankrupcy and consolidation, but also the impact of the economic crisis. 

This chapter also includes some highly mediatized cases of bank frauds. 

 The sixth chapter ,, The security of banking institutions- policies and strategies. 

The IT systems security” and deals with banking security. The security issue is a status 

always attached to a bank, it is a vulnerability where the slightest danger should be 

anticipated. This chapter focuses on the security offered by a banking institution, 

including the necessary stages in biulding and implementing a security policy.My 

approach includes also the means to diminish the negative aspects of banking processes, 

following image startegies, banks policy and regulation, the development of capital 

market. 

 Although bank security is a complex field I decided to concentrate upon one 

domain, IT security. That is because financial and banking institutions are becoming 

more vulnerable at there types of threats. Either we are talking about a former bank 



empoyee, or a client, IT security and operations security, together with data 

confidentiality are a top priority. 

 In assuring its security  banking institutions will follow the legal framework and 

the actual regulations. Each standard, recomandation, example of good practice, 

experience and information that targets the security management will be evaluated. 

Banking institutions should focus on diminishing insecurity, as the best means to obtain 

security. In this ecuation the exceptional procedures should be avoided as much as 

possible. 

 Asking a client which are its expectations from the banking institution two words 

will be mentioned: the operational security or informatic security and data confidentiality. 

 The need for informatic security has raise in the same way with the total 

informatization of bank activities. That of course offers the banking institutions the 

management of a controlable and cuantified system.   

   IT systems are weaknesses that could always be exploited as a possible threat. 

That being said we can add that data security is a technical problem but also a 

management issue. This being said the interest in IT security has raised together with the 

increase in bank s clients. IT security it is a endless process because it can increase safety 

but in the same time we could return in the same spot were we left. The policy towards IT 

security is constantly reviewed because new technologies need to be adapted. Once they 

are connected through internat these systems become vulnerable. 

In order to achieve their goals banking institutions should hire trustworthy personnel, 

with necessary skills to prevent future critical events. 

 It is highly important to provide training to the employees to increase the reaction 

parameters, to suply them with new skills and knowledge. A good IT security strategy 

well implemented and selected can help avoiding undesired events that can interfere with 

informational resources belonging to these banking institutions. 

 Each banking institutions should have its own system of insuring data security. 

The management of this process needs: good practices, procedures, policies, 

organisational structures and sofware functions. 

 Becose of the cyber terrorism many bank have incresed there efforts in order to 

protect the IT infrastructure. Nowdays the importance of IT security is vital, given the 



tendencies of illegal activities surrounding this field. In most of the cases banking 

institutions shouldn t wait for a piece of legislation or fr a governmental decision, they 

will need to act promptly and efficiently. 

The question is can we stop illegal activities asociated to banking system? The answer is 

NO, just because these attacks are not only present in the banking system, they took place 

in all fields of social life. 

 We consider that we could increase banking security by cooperating with other 

banking institutions, with specialised institutions, governments in order to prevent such 

dangers. It is also important to adapt the national security strategy to this cyber issues, 

along with the extention of IT security in order to tackle and to support banking security 

at the national and global level.   
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http://www.tapestrynetworks.com/
http://www.onpcsb.ro/pdf/decizia496.pdf
http://www.onpcsb.ro/pdf/decizia496.pdf
http://www.onpcsb.ro/pdf/decizia496.pdf


control intern pentru entitatile raportoare care nu sunt supuse supravegherii 

prudentiale a unor autoritati, publicată în Monitorul Oficial nr. 623 din 

19.07.2006; 

2. Decizia Plenului Oficiul Național de Prevenire și Combatere a Spălării Banilor 

nr.674/2008 privind forma și conținutul Raportului de tranzacții suspecte, ale 

Raportului de tranzacții cu numerar și ale Raportului de transferuri externe, 

publicată în Monitorul Oficial, Partea I nr. 451 din 17.06.2008 ; 

3. Directiva din 12 octombrie 2012 privind acreditarea de securitate a sistemelor 

informatice și de comunicatii (SIC) care stochează, procesează sau transmit 

informații clasificate - INFOSEC 13, emisă de Oficiul Registrului Național al 

Informațiilor Secrete de Stat, publicată în Monitorul Oficial  nr. 716 din 22 

octombrie 2012; 

4. Hotărâre de Guvern pentru aprobarea plăţii contribuţiei Oficiului Naţional de 

Prevenire şi Combatere a Spălării Banilor la Proiectul Direcţiei A – Securitate 

Internă din cadrul Direcţiei Generale „Afaceri Interne” ( Comisia Europeană), 

acţiunea „FIU.NET nelimitat - Mai multă libertate, mai multă securitate. Acţiunea 

2011-2013”, pentru perioada 2011 – 2013; 

5. Hotărârea Guvernului nr. 215/2012 privind aprobarea Strategiei naționale 

anticorupție pe perioada 2012-2015, a Inventarului măsurilor preventive 

anticorupție și a indicatorilor de evaluare, precum și a Planului național de 

acțiune pentru implementarea Strategiei naționale anticorupție 2012-2015; 

6. Hotărârea Guvernului nr. 594/2008 privind aprobarea Regulamentulu de aplicare 

a prevederilor Legii nr. 656/2002 pentru prevenirea și sancționarea spălării 

banilor, precum și pentru instituirea unor măsuri de prevenire și combatere a 

finanțării actelor de terorism, publicată în Monitorul Oficial al României, Partea I, 

nr. 444 din 13 iunie 2008; 

7. Legea nr. 64/2004 pentru ratificarea Convenției Consiliului Europei privind 

criminalitatea informatică, adoptată la Budapesta la 23 noiembrie 2001, publicată 

în Monitorul Oficial, Partea I, nr. 343 din 20.04.2004; 

http://www.euroavocatura.ro/dictionar/3553/Monitorul_Oficial


8. Legea nr. 420 din 22 noiembrie 2006 pentru ratificarea Convenției Consiliului 

Europei privind spălarea, descoperirea, sechestrarea și confiscarea produselor 

infracțiunii și finanțarea terorismului, adoptată la Varșovia la 16 mai 2005, 

publicată în Monitorul Oficial nr. 968 din 4 decembrie 2006; 

9. Legea nr. 535/2004 privind prevenirea și combaterea terorismului, publicată în 

Monitorul Oficial nr. 1161/08.12.2001, actualizată în 2012; 

10. Legea nr. 656/2002 pentru prevenirea şi sancţionarea spălării banilor, precum şi 

pentru instituirea unor măsuri de prevenire şi combatere a finanţării actelor de 

terorism, reactualizată în 2012; 

11. Norma nr.17/18.12.2003 privind organizarea şi controlul intern al activităţii 

instituţiilor de credit şi administrarea riscurilor semnificative, precum şi 

organizarea şi desfăşurarea activităţii de audit intern a instituţiilor de credit, 

publicată în Monitorul Oficial, Partea I din 20.01.2004; 

12. Ordonanța de Urgență a Guvernului nr. 53/2008 privind modificarea şi 

completarea Legii nr. 656/2002 pentru prevenirea şi sancţionarea spălării banilor, 

precum şi pentru instituirea unor măsuri de prevenire şi combatere a finanţării 

actelor de terrorism, publicată în Monitorul Oficial, Partea I nr. 333 din 

30/04/2008; 

13. Regulamentul nr. 5/2008 privind instituirea măsurilor de prevenire și combatere a 

spălării banilor și a finanțării actelor de terorism prin intermediul pieței de capital, 

aprobat prin Ordinul nr. 83/25.06.2008, publicat în Monitorul Oficial nr. 

525/11.07.2008; 

14. ISO/IEC 17799, Code of Practice for Information Security Management; 

15. Metodologia de Evaluare a Conformității față de Cele 40 Recomandări FATF și 

Cele 9 Recomandări Speciale FATF, 2004 (actualizată în luna februarie 2009); 

16. Recomandarea R(89)9 a Comitetului de Miniștrii către statele membre asupra 

criminalității în relația cu calculatorul; 

17. Recomandarea R (95)13 a Comitetului de Miniștrii către statele membre cu 

privire la problemele de procedură penală legate de tehnologiile informaționale. 
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Surse electronice 

 

*** Asociația Română a Băncilor, www.arb.ro; 

*** Banca Națională a României, www.bnro.ro; 

*** Bank for International Settlements, www.bis.org; 

*** Bank of America, www.bankofamerica.com; 

*** Bank of England, www.bankofengland.co.uk; 

*** Banque de France, www.banque-france.fr; 

*** Committee of Experts on the Evaluation of Anti-Money Laundering Measures 

and the Financing of Terrorism (MONEYVAL), www.coe.int/moneyval/; 

*** Council of Europe, www.coe.int; 

*** Departamentul pentru luptă antifraudă – DLAF, www.antifrauda.gov.ro; 

*** Doctoral School of Finance and Banking – European Centre of Excellence, 

www.dofin.ase.ro; 

*** Europe Union, www.europa.eu; 

*** European Central Bank, www.ecb.int; 

*** European Commission, www.ec.europa.eu; 

*** FATF – Financial Action Task Force, www.fatf-gafi.org; 

*** Federal Reserve – USA, www.federalreserve.gov; 

*** Financial Services Authority – FSA, www.fsa.gov.uk; 

*** Fiu.Net, www.fiu.net; 

*** Grupul Wolfsberg, www.wolfsberg-principles.com; 

*** International Monetary Fund, www.imf.org; 

*** Ministerul Afacerilor Interne – Direcția Generală Anticorupție, România, 

www.mai-dga.ro; 

*** Ministerul Apărării Naționale, România,  www.mapn.ro; 

*** National Institute of Standards and Technology, www.csrc.nist.gov; 

*** Oficiul Național de Prevenire și Combatere a Spălării Banilor, www.onpcsb.ro; 

*** RITI dot-Gov – Romanian Information Technology Initiative, ww.riti-

internews.ro; 
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*** Securitatea informațiilor, Canal media oficial al ARASEC – Asociația Română 

pentru Asigurarea Securității Informației, www.securitatea-informatiilor.ro; 

*** Serviciul de Combatere a criminalității informatice, www.efrauda.ro; 

*** The Building Societies Association (BSA) Factsheets 11.10.2010,www.bsa.uk; 

*** The Egmont Group of Financial Intelligence Units, www.egmountgroup.org; 

*** The National Bureau of Economic Research, www.nber.org; 

*** United Nations, www.un.org; 

*** United Nations Office on Drugs and Crime, www.unodc.or. 

 

Rapoarte oficiale 

 

*** 92nd Annual Report 2005,  Board of Governors of the Federal Rezerve System, 

USA; 

*** 93th Annual Report 2006,  Board of Governors of the Federal Rezerve System, 

USA; 

*** 94th Annual Report 2007,  Board of Governors of the Federal Rezerve System, 

USA; 

*** 95th Annual Report 2008,  Board of Governors of the Federal Rezerve System, 

USA; 

*** 96th Annual Report 2009, Board of Governors of the Federal Rezerve System, 

USA; 

*** 97th Annual Report 2010, Board of Governors of the Federal Rezerve System, 

USA; 

*** 98th Annual Report 2011, Board of Governors of the Federal Rezerve System, 

USA; 

*** Banca d’Italia. Eurosistema, Annual Report, 2010; 

*** Banca d’Italia. Eurosistema, Annual Report, 2011; 

*** Banca d’Italia. Eurosistema, Financial Stability Report, 2013; 

*** Bank of Greece, List of Credit Intitutions authorised in Greece, March 2012; 

*** Bank of England, Annual Report, 2012; 

***BNR, Evoluția riscurilor populației din perspective stabilității financiare, 2007 

http://www.securitatea-informatiilor.ro/solutii-de-securitate-it/modelul-de-securitate-pentru-un-sistem-informatic/
http://www.bsa.uk/consumer/factsheets/100010.htm
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*** BNR, Raport anual, 2005; 

*** BNR, Raport anual, 2006; 

*** BNR, Raport anual, 2007; 

*** BNR, Raport anual, 2008; 

*** BNR, Raport anual, 2010; 

*** BNR, Raport anual, 2011; 

*** European Central Bank, EU Banking Structures –October 2005; 

*** European Central Bank, EU Banking Structures – October 2007; 

*** European Central Bank, EU Banking Structures – October 2008; 

*** European Central Bank, EU Banking Structures – September 2010; 

*** European Central Bank,Working Paper Series, No. 1315, Pril 2011; 

*** European Banking Federation – EU Banking Sectors – Facts and Figures 2010; 

*** European Banking Federation – EU Banking Sectors – The world’s largest 

banking systemin the world’s largest economic space, Facts and Figures 2011/2012; 

*** European Banking Federation – EU Banking Sectors – Facts and Figures 2012; 

*** Raport al Comisiei Europene către Parlamentul European și Consiliu privind 

progresele înregistrate de România în cadrul Mecanismului de cooperare și de verificare, 

Bruxelles, 30.01.2013; 

*** Raportul anual – Schimbul Internațional de Informații, Oficiul Național de 

Prevenire și Combatere a Spălării Banilor;  

*** Raportul de supraveghere BNR nr. 12/30.01.2012; 

*** Report on Consolidation in the Financial Sector, Group of Ten, BRI, 2001; 

*** World Investment Report 2001, UNCTAD; 

*** Majority and Minority Staff Report, Wall Street and The Financial Crisis: 

Anantomy of a Financial Collapse, Permanent Subcommittee on Investigations, 

United States Senate, April 13, 2011. 

 

 


