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international transactions, IT security.

The theme that we have for this PhD thesis is not randomly chosen. It is
connected to the realities of the last two decades surrounding bank security, in order for
us to know which factors and phenomena influence this type o security and which are the
solutions that should be developed in this field.

| have decided to approach this subject, sometimes very sensitive, also due to the
events that took place a few years back in the banking sector, events that strongly
challenged the security concept, through a diversity of shades, not very easy to manage.

These are the reasons for which we aimed to gather the most important data
available in order to demonstrate the vulnerability of this system. Unfortunately the
information and the documents connected to bank security are kept secret and securitized,
with good intentions, reason for which it was difficult for me to provide an in dept
analysis, as | wished, in studying this chapter of security. Given the impediments of such
an attempt the collection of the empirical support, asociated with the framework of
secruity in international relations, has offered us the opportunity to realise a thesis with
lots of potential in analysing this topic.

This PhD disertation is focused on the problems that cause instability and

insecurity at the level of banking system but also applied to the entire economy. The
concept of security addresses to all organisational levels within a society.
In order to demostrate de importance of this theme, first of all | tried to analyse the
banking sector risks. The risk might have an obvious impact upon the value of a financial
institution or of a banking institution, weather we talk about the impact upon personnel,
partners, clients or bank s authorities, or upon direct loses.

The banking system is constantly pressured also by the events within the system,
but also is very sensitive to the changes derived from the international level. Another
issue of the banking system is the money laudring phenomenon connected to terrorism
financing. The money laudring phenomenon has an obvious international character.

The most efficient ways of hiding the illicite values is money laudring through

bank finance transaction, either national or international. All these operations are



supported nowdays because of technology and the extension of means of communication,
connected with the globalisation.

The mechanisms that support terrorism are rapidly changing being dependent of
the financial and banking stimuli. The vast majority of finacial transactions become alarm
signals only if they are associated with suspects. In very few cases the transaction itself
can provide critical indicators in order to identify the actions that are ilegal.

Banking institutions also deal with another problem, which has also a negative
impact upon its reputation, called bank fraud. Minimizing and preventing this threats
means introducing fraud control mecanisms or of technology of discovering this fraud.
Those that have the intention of fraud are always one stept ahead an always find the
methods, but also the moment in order to implement the plans.

Besides these phenomena described earlier bank fraud, coruption, money
laundring and terrorism financing, there are also two phenomena that destabilize bank
sector. These phenomena are: bank globalisation and economic crisis.

Together with bank globalization, economic problems have became global due to
the extension of networks. Bank globalisation has opened the financial markets but also
encouraged telcommunications.

This PhD disertation is structured in 6 chapters, through which we analyse the
vulnerability of the banking system.

In the first chapter called ,, Theories, contemporary concepts regarding banking
system and bank security” I have tried to define the banking, | presented the origins and
evolution of banking system, approaching also the functions and typologies of banking
institutions.

Another problem studied in this chapter is connected with banking risks and the
impact upon the security of the banking system. Also | considered neccesary describing
the management of banking risks.

The second chapter,, Banking security and organised crime” is centered upon
exposing the security risks of the banking system, especially illegal phenomena. Once the
developing of the economic system has intensified the banking system became a target.

Within this chapter | have analysed 4 illegal phenomena: money laundring,

terorism financing, bank fraud and corruption of the banking system. After approaching



those 4 phenomena in the 4th and 5th chapters | have analysed the banking systems in :
the US, EU and Romania.

The third chapter called ,, Risks and challenges towards bank security in
international relations”, within the conditions of banking system globalization and
economic crises. In this chapter | have analysed the economic crises between 1907-2009,
in order to emphasize the impact upon different economic systems. The focal point of this
chapter is the economic crisis started in 2008. | have also made a comparaison between
the economic crisis in the US and that of Romania.

The forth chapter ,, Banking systems in the US and the EU. Famous frauds” I
have tried to compare different banking systems. My attention was focused on the
following states: The US, the UK, France, Germany, Spain, Greece and Cyprus. For each
of the states | have presented a short evolution of each system and | have analysed the
most important banking institutions. This chapter contains also some examples of illegal
activities within the banking systems starting from 1991 untill today.

The fifth chapter called ,, The evolution and the problems of the Romanian
banking system” provided an analysis of the Romanian banking system.

The purpose of this analysis is to interpret the stages through which the
Romanian banking system has developped, the avatars of the system, including
restructuring, bankrupcy and consolidation, but also the impact of the economic crisis.
This chapter also includes some highly mediatized cases of bank frauds.

The sixth chapter ,, The security of banking institutions- policies and strategies.
The IT systems security” and deals with banking security. The security issue is a status
always attached to a bank, it is a vulnerability where the slightest danger should be
anticipated. This chapter focuses on the security offered by a banking institution,
including the necessary stages in biulding and implementing a security policy.My
approach includes also the means to diminish the negative aspects of banking processes,
following image startegies, banks policy and regulation, the development of capital
market.

Although bank security is a complex field | decided to concentrate upon one
domain, IT security. That is because financial and banking institutions are becoming

more vulnerable at there types of threats. Either we are talking about a former bank



empoyee, or a client, IT security and operations security, together with data
confidentiality are a top priority.

In assuring its security banking institutions will follow the legal framework and
the actual regulations. Each standard, recomandation, example of good practice,
experience and information that targets the security management will be evaluated.
Banking institutions should focus on diminishing insecurity, as the best means to obtain
security. In this ecuation the exceptional procedures should be avoided as much as
possible.

Asking a client which are its expectations from the banking institution two words
will be mentioned: the operational security or informatic security and data confidentiality.

The need for informatic security has raise in the same way with the total
informatization of bank activities. That of course offers the banking institutions the
management of a controlable and cuantified system.

IT systems are weaknesses that could always be exploited as a possible threat.
That being said we can add that data security is a technical problem but also a
management issue. This being said the interest in IT security has raised together with the
increase in bank s clients. IT security it is a endless process because it can increase safety
but in the same time we could return in the same spot were we left. The policy towards IT
security is constantly reviewed because new technologies need to be adapted. Once they
are connected through internat these systems become vulnerable.
In order to achieve their goals banking institutions should hire trustworthy personnel,
with necessary skills to prevent future critical events.

It is highly important to provide training to the employees to increase the reaction
parameters, to suply them with new skills and knowledge. A good IT security strategy
well implemented and selected can help avoiding undesired events that can interfere with
informational resources belonging to these banking institutions.

Each banking institutions should have its own system of insuring data security.
The management of this process needs: good practices, procedures, policies,
organisational structures and sofware functions.

Becose of the cyber terrorism many bank have incresed there efforts in order to

protect the IT infrastructure. Nowdays the importance of IT security is vital, given the



tendencies of illegal activities surrounding this field. In most of the cases banking
institutions shouldn t wait for a piece of legislation or fr a governmental decision, they
will need to act promptly and efficiently.

The question is can we stop illegal activities asociated to banking system? The answer is
NO, just because these attacks are not only present in the banking system, they took place
in all fields of social life.

We consider that we could increase banking security by cooperating with other
banking institutions, with specialised institutions, governments in order to prevent such
dangers. It is also important to adapt the national security strategy to this cyber issues,
along with the extention of IT security in order to tackle and to support banking security

at the national and global level.
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