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Cybersecurity is currently a concern for individuals, organizations, companies, and states,
and cyberattacks on critical infrastructures are a constant and serious issue for national security. The
research topic falls within the vast field of security studies, located on the border between this area
and the sciences in the field of IT&C (Information Technology and Communication).

In national and international specialized literature, cybersecurity has a multitude of
definitions. However, I chose to use the following definition in the research: cybersecurity is "the
collection of tools, policies, security concepts, security safeguards, guidelines, risk management
approaches, actions, training, best practices, assurance and technologies that can be used to protect
the cyber environment and organization and user's assets.” !

In scientific research I used both quantitative and qualitative methods. An advantage of
quantitative research is that the entire scientific endeavor is verifiable and becomes objective and
legitimate. Quantitative research is scientifically useful because it develops concrete information and
involves testing research hypotheses and/or theories, identifying relationships between variables, and
drawing a forecast based on true results. 2 Adherents of the quantitative method frequently look for
correlations between variables but are usually reluctant to move from correlational to causal
statements because the sheer complexity of social life makes it difficult to be absolutely certain that a
particular variable is the sole cause of a particular phenomenon.?

The quantitative research was based on the creation of a questionnaire, through which to
highlight the level of cybersecurity culture of the employees of the Cluj-Napoca County Emergency
Clinical Hospital (SCJU Cluj). We also studied some of the specialized literature that addresses the
field of cyber security. The qualitative research was based on the realization of a case study, in which
we demonstrated that ransomware cyberattacks launched by cybercrime groups are very dangerous
for organizations, and the development of the cybersecurity culture of end users/employees within
medical institutions in Romania is an essential condition to prevent a ransomware attack from

materializing. The quantitative-qualitative methodological mix is the most appropriate approach to

! International Telecommunication Union (ITU-T), Series X: Data networks, open system communications and security.
Telecommunication security, Overview of cybersecurity, ITU-T X.1205, April 2008, p.2.

2 Edward Barroga, Glafera Janet Matanguihan, ,,A Practical Guide to Writing Quantitative and Qualitative Research
Questions and Hypotheses in Scholarly Articles”, in Journal of Korean Medical Science, April 12,2022, available at
https://jkms.org/pdf/10.3346/jkms.2022.37.e121, accessed on August 25, 2023.

3 Charles Ragin, Lisa Amoroso, Constructing Social Research. The Unity and Diversity of Method, Thousand Oaks,
London, 2011, p.4.



the subject of this paper. The main advantage of this method concerns the representativeness of the
obtained data. They best represent the opinion of the entire population under investigation. A
limitation of the research method is the aggregation of the opinions of people with different
experiences regarding the use of computer equipment and their cybersecurity.

Taking into consideration the high interest of institutions, companies, states and international
organizations to ensure the cybersecurity of the information technology infrastructure and the small
number of scientific researches in the Romanian space that address the issue of cybersecurity in
national and European infrastructures in the health sector, I opted for a methodological device that
allowed me to effectively combine theoretical and scientific aspects in the field of security studies
with an empirical research based on case studies and specialized analyses, carried out by studying
primary, secondary and tertiary sources. In order to obtain relevant data, I took into consideration the
exploration of causal relationships and the interdependence between risks, threats and phenomena in
cyberspace, the realization of SWOT analyses, the use of structural and comparative analysis, tools
that favored scientific objectivity. I considered it appropriate that a large part of this work should be
based on a consistent empirical foundation, which would clearly emphasize the novelty of the
research and the personal contribution brought to the development of the fields of studies of security
and international relations.

In order to achieve the research objectives of this work, I used both specialized books in the
fields of cybersecurity, international relations, and security studies, as well as valuable scientific
articles that address the issue of critical cyber infrastructure security and cybercrime.

The original elements of my research are represented by the exposure of a potential matrix
through which cyberattacks could be identified and their classification according to intensity and
impact. In the same note of originality, the present study presented the "picture" of a cybersecurity
diagnosis of the IT&C infrastructure and information systems within the Cluj-Napoca County
Emergency Clinical Hospital, based on the data and information collected regarding the IT&C
systems and the network of institution computers (only non-confidential data for said organization
was collected). In addition, we determined the level of cybersecurity culture of SCJU Cluj-Napoca
employees.

I also developed a SWOT analysis of the operating mode (modus operandi) of a domestic
cybercrime group that launched cyberattacks (with minor impact) and wanted to affect the IT&C
infrastructure of some medical institutions in Romania, by carrying out ransomware-type attacks
(cyberattacks with major impact). The chosen group was PentaGuard. At the same time, I
highlighted a modus operandi of hackers who launch MitM (Man-in-the-Middle) cyberattacks,

because the results of the questionnaires applied to the employees of the Cluj-Napoca County



Emergency Clinical Hospital, showed that the cyber terminals of these users are vulnerable to Man-
in-the-Middle attacks.

I also defined the three types of infrastructures on the territory of Romania (ordinary
infrastructures, special infrastructures, and critical infrastructures), aiming to formulate definitions as
exhaustive as possible, which was not found in the specialized literature, related to the fields of
studies of security and international relations.

In the paper, I demonstrated that the cyber power of a state actor refers to its cyber defense
capabilities, but also to the offensive capacities and capabilities necessary to conduct operations in
the adversary's computer networks, including cyber espionage, the ability to compromise data
networks and IT&C systems of the enemy and to take administrator control over cyber terminals
through rootkits or trojans. In addition, I made graphical representation of the place of cyberwarfare
in the gradation of the intensity of cyberattacks. In cyberwarfare, a state actor can affect the national
security of an adversary by disrupting, for a period of time, the operation of an essential or critical
infrastructure component (for example, the IT systems of healthcare institutions).

Security has become a necessary ingredient in many sectors of activity and has evolved in the
last decade as a response to the risks and threats generated by the globalization of contemporary
society. The rapid evolution of technologies has brought to the attention of specialists, practitioners
and political decision-makers concepts such as protection of critical cyber infrastructures, borderless
security, cloud computing, and electronic information security*.

There are numerous academic debates and discussions about these dimensions/sectors of
security, and any new perspective and scientific research determines new discoveries and
implications for the security of individuals, human communities and states. This can be explained by
the nature and diversity of security risks and threats. The five dimensions or sectors identified by
Barry Buzan play an analytical role, following the decomposition of the ,,national security of states”
into smaller elements, making it easier to discuss, depending on what a society considers dangerous®.
The national security of a state must be viewed at all levels: the military defense of the country,
energy security, economic security, public order and safety, or cyber security of special and critical
infrastructures.

The 21st century is characterized by the implementation of cyber security in the national

security agenda of states, being seen as a vital pillar in maintaining the status quo of a state actor®.

4 Tiberiu Tanase (coord.), Serban-Dan Predescu, Petru Stetcu, Managementul securitGtii informatiilor - suport de curs, Editura Concordia, Arad, 2022, p.86.

5 J Baylis, ,International and global security”, The Globalization of World politics An introduction to international relations, Sixth edition, Baylis, Smith, Owens (coord.), Oxford
University, 2014, p.231.

6 lonela Maria Ciolan ,Defining cybersecurity as the security issue of the twenty first century. A constructivist approach”, in The Public Administration and Social Policies Review, VI,

1(12), iunie 2014, p.122, disponibil la https://revad.uvvg.ro/files/nr12/8.lonela_Ciolan.pdf, accesat in 22 ijulie 2023.



States’ national security tends to be seen as a responsibility of governments and depends on internal
and external policies, military capabilities, as well as the effectiveness of intelligence services in the
area of conducting intelligence-operational actions and processing information, to obtain the
analytical intelligence product. However, the protection and security of a country's critical
infrastructures must be seen as a shared responsibility between states, because a single government
cannot fully ensure the necessary protection of these categories of infrastructures’. In addition, both
supporting the commitment of non-state actors (firms, companies, institutions, organizations,
individuals) in ensuring the security of their own computer networks, and national and international
attempts to protect cyberspace, are of equal importance®.

Joseph Nye offers a description of the distribution of power between nations, which he
analyzes as a complex ,,three-dimensional chess game”. The three chessboards are represented by a
different state actor, each emphasizing a different dimension. In Joseph Nye’s vision, the first
chessboard is represented by the military dimension, which is predominantly unipolar, being
concentrated on a single pole of power (the USA). The middle chessboard is represented by the
economic dimension, which is multipolar, with power being distributed among several state actors or
poles of power (the USA, the European Union, Japan and China). The third chessboard is
represented by the dimension of transnational relations, which has crossed the national borders of
states and escaped government control, including state actors of various types, among them
cybercrime groups or hackers®.

In his book The Future of Power (2011), Joseph Nye makes several new clarifications and
additions, compared to the ideas mentioned a year ago, in the work Cyberpower. We appreciate that
the changes brought by the author are consistent with the developments in the international security
environment specific to the 21st century. Nye emphasizes the idea of the diffusion of power,
especially ,,cyberpower”, to other actors, besides the nation state!®. ,,Cyberpower is the ability to
obtain preferred outcomes through use of the electronically interconnected information resources of
the cyberdomain.”!! In view of the above, it is necessary to update the “complex three-dimensional
chess game”, introducing the concept of cyber warfare, defined by Paul Robinson as “warfare waged
via computers and the Internet. It includes both offensive measures designed to cause damage

opponents’ information systems and defensive measures, to protect one’s own systems from hostile

7 J. Eriksson, G. Giacomello, , The Information Revolution, Security and International Relations: (IR)relevant Theory?”, in International Political Science Review, 27(3), 2006, pp.221-244.
8 lonela Maria Ciolan, op.cit., p.132.

9 Joseph Nye, ,,Cyber Power”, Cambridge: Harvard Kennedy School Belfer Center for Science and International Affairs, mai 2010, disponibil la
https://www.belfercenter.org/sites/default/files/legacy/files/cyber-power.pdf, accesat in 22 iulie 2023.

10 Joseph Nye, Viitorul puterii, Editura Polirom, lasi, 2012, p.113.

11 Ibidem, p.123.



attack”!2. Joseph Nye also believes that the most visible change is taking place in the areas of
application of the third level. Consequently, cyberspace is becoming increasingly relevant, bringing
with it implications for international politics.

We consider that the cyberpower of a state refers to the cyber defense capabilities, but also to
the offensive capacities and capabilities necessary to conduct operations in the computer networks of
the adversary, including cyber espionage, the ability to compromise enemy networks and ICT
systems and to gain administrative-level control over computer devices or systems, through rootkits
or trojans. Cyberpower is a security resource for states, along with political, military, diplomatic,
economic-financial or informational power. The capacity of the armed forces to carry out a complex
set of defensive and offensive actions on ICT systems and data networks is one of the determinants
of state power.

By using the technical support of information and communications technology, a pragmatic
change occurs in the configuration of power relations between non-state actors and states, resulting
in a war in the realm of virtual reality (a cyber war) that may target states’ critical infrastructures
(electricity  distribution systems, industrial and defense industry facilities, government
communications, the financial-banking system or medical services)'?.

Kenneth Waltz mentions that interdependence is a relationship between equals'*. When the
parties are not equal in the cyber sphere, there may be a degree of dependence and, at the same time,
vulnerability, since the relationship between the actors is not balanced's. The skepticism and distrust
of states are enhanced by several factors. One of these refers to the fact that state actors have
different capabilities in the cyber domain. Some states focus their efforts and economic and financial
resources on the development, at the level of the armed forces, of cyber defense capabilities and
capabilities, as well as capabilities necessary for conducting operations in the computer networks of
a potential enemy. Although some cyber-attacks are launched by individual hackers and cybercrime
groups, there are also attacks or operations in cyberspace carried out by hacker groups supported by
state actors. In this sense, several examples can be given: cyber-attacks targeting the critical
infrastructure of some states, a state actor’s involvement in another state’s domestic politics, the theft

of intellectual property or the sabotage of an entity (the case of North Korea with Sony Pictures)'®.

12 Paul Robinson, Dictionar de securitate internationald, Editura CA Publishing, Cluj-Napoca, 2010, p.164.

13 Gheorghe Aradavoaice, Valentin Stancu, Rézboaiele de azi si de maine - agresiuni neconventionale, Editura Militara, Bucuresti, 1999, p.43.

14 Kenneth Waltz, Theory of International Politics, Editura Waveland Press, Long Grove, 2010, p.144.

15 Brandon Valeriano, Ryan C. Maness, Cyber war versus cyber realities: cyber conflict in the international system, Editura Oxford University Press, Oxford, 2015, p.13.

16 Richard Haass, Lumea in care trdim. O scurtd introducere, Editura Nemira, Bucuresti, 2021, p.257.



Although North Korea is an economically poor country, it has quite sophisticated cyber capabilities
and capacities'’.

The infrastructure on the territory of Romania falls into 3 classes: critical infrastructures,
special infrastructures, ordinary infrastructures'®.

Next, we want to define the 3 types of infrastructure as exhaustively as possible, to highlight
the links that can be established between them and the functional characteristics of each type of
infrastructure, in close correlation with the national security area.

We consider that ordinary infrastructures refer to structures, constructions, which ensure the
proper functioning of economic, financial, social, cultural, military, and administrative systems. The
category of ordinary infrastructures includes those systems and components of systems that do not
require special security and protection measures. These infrastructures ensure the maintenance of
certain functions of society, being necessary for people and communities. In the event of disruption
or cessation of their functioning, for a short period of time, economic, social, political, and military
processes are not significantly affected. This category includes schools, libraries, and roads that are
not of major importance for the field of civil or military transport (rural roads). These infrastructures
may become special or critical, for a determined period of time, depending on the social, economic
and military developments in certain regions or areas of the country.

Special infrastructures can make an important contribution to the functionality of economic,
social, political, military, financial systems or processes. In the event of their disruption, social and
economic stability may be affected, without jeopardizing the overall functioning of systems and
processes assimilated to the economic, social, military, political, and informational sectors. An
airfield built in a locality may be classified in this category depending on its importance within a
process (commercial, military transport), the security vulnerabilities identified, or potential threats
that could render it non-functional for a short time. Depending on the consequences that the
disruption or shutdown of the functioning of a subsystem could have on the functioning of processes
and systems, it will also be classified in the category of critical infrastructures, for a determined or
indefinite period.

Critical infrastructures represent a system or subsystem that is important for maintaining vital
functions of society, their disruption and/or destruction being felt at local, regional or national level,
significantly affecting the proper functioning of social, financial, economic, military processes, some

damage and dysfunctions even endangering national security. These infrastructures require special

17 Ibidem, p.258.
18 Grigore Alexandrescu, Gheorghe Vaduva, Infrastructurile critice: pericole, amenintdri la adresa acestora; sisteme de protectie, Editura Universitatii Nationale de Aparare ,Carol I”,

Bucuresti, 2006, p.6.



security and protection measures, because the disruption of their functioning, even for a short time,
can produce negative effects at social, economic, financial, and military levels: International airports,
strategic military bases, the national power grid, the state border, high-speed roads (motorways,
expressways), strategic roads from a military point of view (facilitate the rapid movement of armed
forces and military equipment), important sea and river ports (along with their related infrastructure),
hydroelectric power plants with installed capacity of hundreds and thousands of MW, large thermal
power plants of regional importance (the Rovinari and Turceni thermal power plants are of regional
importance and can be classified as critical infrastructure), nuclear power plants, ammunition, fuel
and weapons depots, national telephone networks, relays, computer networks (metropolitan networks,

wide area networks), IT systems and services, oil and gas pipelines, hospitals of regional importance.
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